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Introduction

Cryptography has long been important to diplo-
mats and military personnel. Today, it has become 
important to ordinary citizens when they use the 
Internet, ATM machines, and credit cards. But 
even before electronic communication made en-
cryption necessary in everyday applications, chil-
dren have always been intrigued by secret codes. 
Their natural curiosity and enjoyment in sending 
messages, combined with the mathematical nature 
of the subject, make cryptography a motivating 
setting for learning and applying mathematics 
skills. 
 The Cryptoclub follows a group of charac-
ters who form a club to help each other learn 
about cryptography. Mathematics is explored 
through conversations of the characters as they 
try to crack each other’s messages. The book cov-
ers ciphers that apply mathematics topics that 
are part of the middle-grade curriculum, such as 
negative numbers, decimals and percents, prime 
numbers and relatively prime numbers, factoriza-
tion and common factors, multiplicative inverses, 
and exponents, along with modular arithmetic 
that applies division with remainder. The ciphers 
range from classic ones that have been around 
for centuries to the modern-day public-key RSA 
cipher. Problems involve encrypting and decrypt-
ing riddles, quotations, and other longer mes-
sages. Particular focus is on how to crack mes-
sages when the key is unknown, since that takes 
more thinking and builds more problem-solving 
skills than simply using a known formula to 
decrypt.

Field-Test Settings
We developed and tested the material in a variety 
of settings in Grades 5–8. Teachers reported that 
it appealed to students of all ability levels. Stu-
dents who usually are low achievers found it non-
threatening and enjoyable and therefore stayed 
on task. They were actively involved and able to 
experience success. High achieving students also 
enjoyed the material and were challenged by the 
non-routine mathematics involved. In several 
classes, the advanced students worked indepen-
dently on the more diffi cult sections that the rest 
of the class did not cover.
 Although the middle-school curriculum is al-
ready quite full, teachers found a variety of ways 
to fi t in cryptography. During our testing, some 
teachers taught the material as part of their regu-
lar math classes and others used it in alternative 
settings, both inside and outside of school.

Regular Math Classes 
About half of our fi eld-test teachers taught cryp-
tography interspersed throughout the year in their 
regular math classes. They used it to reinforce a 
variety of concepts and skills in their mathemat-
ics curriculum. They reported that it provided 
valuable experiences with problem solving and 
fostered a positive attitude about mathematics. 
Some chapters, such as Chapter 9 (“Factoring”) 
and Chapter 16 (“Finding Prime Numbers”), can 
be used to replace similar chapters in the regular 
curriculum.
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Alternative School Settings

Some teachers used the material in school set-
tings other than regular math classes. A fi fth-
grade honors math class covered it one period 
per week throughout the year, as did a middle-
grade remedial class. A seventh-grade gifted-class 
teacher covered the fi rst half of the book during 
a concentrated three-week session. A sixth-grade 
teacher in a departmentalized school covered the 
fi rst few chapters in a ten-week cross-curricular 
course that met twice a week with students of all 
ability levels. 

Out-of-School Settings

In addition to the formal school settings, the 
book was also used in home-schooling settings, 
after-school math clubs, and a museum summer 
camp. Some students read it on their own, out-
side of any formal educational setting.

Suggestions for Teaching
The mathematics in the book is developed through 
the characters’ conversations as they think about 
making and breaking each other’s messages. One 
enjoyable way to get students involved in the 
book is to have the class read portions of it aloud, 
with students playing the roles of the characters. 
You can pause at times during the reading to 
highlight the key mathematics. 
 Students often do not read their math books, 
and this becomes a problem as they progress to 
high-school and college math courses. The style 
of the book is intended to help students make the 
transition from learning math by listening and 
watching a teacher, to learning by reading and 
thinking about what is in a math book.
 Several chapters begin with the characters 
discussing how they would solve certain problems. 
It works well if you pose the problems to the class 
before reading how the characters solved them. 
This way, the book can reinforce the concepts 
after students have thought about them. The 
lesson guides for several of the chapters provide 
suggestions of opening questions for the class to 
think about before they read the chapter. 
 As students work on the problems in the book, 
encourage them to think on their own. They will 

have insights about how to solve the problems, 
and they will fi nd different ways to crack the 
messages. Encourage them to discuss their meth-
ods with the class. 
 The many problems in the book help you to 
assess students’ understanding. Students them-
selves will know whether they have correctly de-
crypted the messages, since their messages won’t 
look like English if they have not. 
 One way to assess whether students under-
stand certain broader topics is to ask them to 
teach someone at home. Ask them to describe in 
writing how to solve a problem, for example, how 
to crack a substitution cipher or how to reduce, 
add, and subtract numbers in clock arithmetic. 
Then have them show a family member what they 
have written. The family member can simply re-
ply on the paper “we understand” or “we don’t 
understand” and send it back to you. This helps 
you check your students’ understanding and 
keeps parents connected as well.

Workbook

The workbook pages provide the same problems as 
the book, but in a format students can write on. 
You can either purchase printed workbooks from 
the publisher, or download an electronic version 
(PDF) from the publisher’s website at no charge: 

http://www.akpeters.com/product.asp?ProdCode=2981

If you print your own pages, ask students to keep 
them together in a binder, so they have access to 
the work they have done in previous chapters. If 
possible, print the pages double-sided so that they 
form a workbook when placed into a binder.

Using the “Do You Know?” Items

Cryptography provides an opportunity to make 
many cross-curricular connections. Each chapter 
contains a “Do You Know?” item, which is a brief 
story of how cryptography has been used—or mis-
used—throughout history. Some items connect to 
historical events, others to literature, and others 
to modern-day topics. They can be a springboard 
for further investigation of these topics. 
If you don’t plan to cover the entire book, you 
can still ask students to read all the “Do You 
Know?” items. Most are general enough that they 
don’t require the specifi c content of the chapter 
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in which they occur, so they can be read whether 
the chapter is covered or not. One way to do this 
is to have students read the “Do You Know?” from 
a chapter that is not covered and report to the 
class, perhaps adding information that they re-
searched on their own.  

Class Message Center

It is a good idea to have a box or a bulletin board 
where students can put encrypted messages for 
others to solve. Students who fi nish their work 
before others can create messages for the bin 
or they can decrypt messages that are already 
there. 
 You can suggest students write their message 
on the front of a slip of paper. They should write 
the name of the cipher they used, along with 
their names in case there are questions. They can 
choose whether they want to write the key or 
not—it is more challenging to crack a message if 
the key is not revealed. 
 Students who decrypt the messages can sign 
their names on the back for recognition, then re-
turn the messages to the bin for others to solve. 
Ask them not to write on the messages, so that 
others can work on them too. The messages can 
accumulate and be available when anyone has 
spare time. Then from time to time, you can read 
the names of the solvers and encourage others to 
join in the activity.

Classroom Treasure Hunts 

In the Treasure Hunts section at the end of this 
guide, we describe two variations of classroom 
treasure hunts. In each variation, students follow 
a trail of encrypted clues hidden in the classroom 
or on the playground to fi nd a treasure at the 
end. The hunts differ in the amount of prepa-
ration needed to implement them. In one type 
of hunt, you make and hide clues. In the other, 
students make and hide the clues. In the Trea-
sure Hunts section, we provide sample clues, and 
we describe how to coordinate the hiding of the 
clues so that the hunts run smoothly.

The Cryptoclub Website 
We have also developed an interactive web-
site to support the learning and teaching of

 
cryptography: 

http://cryptoclub.math.uic.edu

It has tools for encrypting and decrypting mes-
sages, a classroom message board, interactive ac-
tivities such as a treasure hunt, as well as math 
tools to help with topics such as modular arith-
metic and prime numbers. It can help collect data 
about messages such as letter frequency that 
would be tedious to collect by hand. This allows 
students to work with more complex problems 
and more interesting messages. New activities are 
planned for future development. Most activities 
on the site require access to the Internet, how-
ever you can download the Treasure Hunt to a CD 
and install it on computers that do not have an 
Internet connection.

Electronic Classroom Message Board

The Cryptoclub website has an electronic mes-
sage board that enables students to work with 
longer messages than they would normally want 
to encrypt or decrypt by hand. Users enter plain-
text messages, and the machine helps encrypt 
them before posting. Classmates can then use the 
electronic tools on the site to help decrypt the 
messages. 
 You can sign up online for your own Class-
room Message Board. Only users who have access 
to your class’s account can read messages posted 
by your class. You will have a special password to 
your class’s Message Board that gives you more 
powers than your students’ password: for exam-
ple, you can see decryptions of the messages that 
are on your class’s message board. This way you 
can easily monitor the appropriateness of your 
students’ messages without having to decrypt 
each one yourself. With your teacher password, 
you are also able to delete messages from your 
class’s message board. 

Electronic Treasure Hunt

After students have completed Unit 1, they will 
be ready to try the website’s “Stormy Night Trea-
sure Hunt.” This is an animated adventure that 
students progress through by decrypting clues at 
the computer. The clues for this treasure hunt 
and their decryptions are provided in the Trea-
sure Hunts section. 
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Recommended Reading

Books 

In Code: A Mathematical Journey, by Sarah Flan-
nery and David Flannery (Workman Publishing, 
2001). 
 This book describes the fi rst author’s growth 
from a young girl who solved math puzzles 
with her family at dinnertime to a teenager 
who won both the Ireland Young Scientist of 
the Year Award and the European Young Sci-
entist of the Year Award for her discoveries in 
cryptography. 

Crypto: How the Code Rebels Beat the Government—
Saving Privacy in the Digital Age, by Steven Levy 
(Viking, 2001).
 This tells how a group of mathematicians 
and programmers went outside the normal gov-
ernment security channels to make strong en-
cryption available to ordinary people. It gives 
a very interesting account of the struggle be-
tween the government’s need for security and 
individual citizens’ rights to privacy in the age 
of technology. The level of the book is for older 
readers.

The Codebreakers: The Comprehensive History of 
Secret Communication form Ancient Times to the 
Internet, second edition, by David Kahn (Scrib-
ner, 1996).
 This classic book, with nearly 1200 pages, 
gives a very thorough history of the subject. 

The Code Book: The Evolution of Secrecy from Mary 
Queen of Scots to Quantum Cryptography, by Si-
mon Singh (Doubleday, 1999). 

 This gives a very interesting discussion of 
historical events that involved cryptography. 
It has a lot of information, without being too 
technical.

The Prince of Mathematics: Carl Friedrich Gauss, 
by M. B. W. Tent (A K Peters, Ltd., 2005). 
 This biography of Gauss is enjoyable read-
ing for all ages, particularly intended to inspire 
young readers. It describes some of the mathe-
matics problems Gauss solved as a child, as well 
as his achievements as an adult.

Journal Articles

Lisa J. Evered and Serigne Gningue. “Developing 
Mathematical Thinking Using Codes and Ciphers.” 
Teaching Children Mathematics 8 (September 
2001), 8–15. 
 This article uses messages from the 1930s and 
1940s cartoon and radio characters Little Orphan 
Annie, Dick Tracy, and Captain Midnight to intro-
duce principles of encrypting and decrypting. 

Paul D. Marshall and Laszlo Varro. “Cracking the 
Code.” Mathematics Teaching in the Middle School 
10 (August 2004), 54–63. 
 This article describes a sixth-grade class’s use of 
frequency analysis to crack a substitution cipher.

Jeffrey Wanko and Christine Venable. “Investigat-
ing Prime Numbers and the Great Internet Mer-
senne Prime Search.” Mathematics Teaching in the 
Middle School 8 (October 2002), 70–76. 
 This article describes classroom activities for 
exploring large prime numbers. It also describes 
one class’s participation in current mathematical 
research by signing up for the Great Internet Mer-
senne Prime Search.
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The book contains seven units. Everyone should 
do Units 1 and 2, since they introduce basic ter-
minology and cryptographic techniques. The 
other units can be selected as time permits. Unit 
3 is a favorite of ours because it combines and 
reinforces skills learned in the fi rst two units as 
students crack Grandfather’s message about lost 
silver, but it is not a prerequisite for the units 
that follow. Unit 4 introduces modular arithmetic, 
which is used throughout the rest of the book, so 
it should not be skipped if you plan to cover later 
units. The last four chapters (Chapter 17 of Unit 
6 and all three chapters of Unit 7) are beyond the 
level of most fi fth and sixth graders. However, in 
our fi fth- and sixth-grade fi eld-test classes, some 
advanced students enjoyed working on those top-
ics as a challenge, either independently or with 
other interested students. 

Unit 1 Introduction 
to Cryptography

Chapter 1 Caesar Ciphers
Chapter 2 Sending Messages with Numbers
Chapter 3 Breaking Caesar Ciphers

Basic terminology used in cryptography is intro-
duced. Students encrypt and decrypt with Caesar 
ciphers, which shift letters of the alphabet. They 
use both tables and cipher wheels to represent 
the shifts. Then, they change letters to numbers 
and shift by adding and subtracting. Finally, they 
crack messages when they don’t know the shift 

Overview

amount, using patterns in the message such as 
frequency of letters. 

• Math Content: Addition and subtraction, 
negative numbers, addition in a circle 
(in preparation for modular arithmetic), 
using tallies to collect data

• Connections: Julius Caesar, Paul Re-
vere, radio shows in the 1930s and 
1940s, American Gold Rush (Beale Ci-
pher and Buried Treasure), Declara-
tion of Independence, price of gold, 
Navajo Code Talkers, Pacifi c battles 
of World War II, quotations of famous 
people

Unit 2 Substitution 
Ciphers 

Chapter 4 Keyword Ciphers
Chapter 5 Letter Frequencies
Chapter 6 Breaking Substitution Ciphers

Students explore letter frequencies and other 
patterns of English text and use them to crack 
substitution ciphers—ciphers in which letters or 
symbols are substituted for the plaintext letters. 
Chapter 4 introduces a specifi c kind of substi-
tution cipher, the keyword cipher. The remain-
ing two chapters develop techniques for crack-
ing simple substitution ciphers. In Chapter 5, 
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students determine the frequencies of letters in 
samples of English text. Then, in Chapter 6, they 
compare the letter frequencies in messages to the 
letter frequencies in regular English to crack the 
messages.

• Math Content: data collection, combin-
ing data from several groups, fi nding 
the frequency of letters in English text, 
computing relative frequencies, chang-
ing fractions to decimals, changing 
decimals to percents, ordering decimals, 
using data from a sample to predict 

• Connections: Sir Arthur Conan Doyle, 
Sherlock Holmes mysteries, Edgar Allen 
Poe, Mary Queen of Scots

Unit 3 Vigenère Ciphers
Chapter 7 Combining Caesar Ciphers
Chapter 8 Cracking Vigenère Ciphers When  
  You Know the Key
Chapter 9 Factoring
Chapter 10 Using Common Factors to Crack  
  Vigenère Ciphers

Students encrypt, decrypt, and crack Vigenère 
messages, combining skills from previous units 
with other math skills such as fi nding common 
factors. The Vigenère cipher is interesting because 
it was once thought to be unbreakable, but today 
middle-grade students can break it. Encrypting 
with the Vigenère cipher involves dividing the 
message into parts and encrypting each part with 
different Caesar ciphers. This conceals letter fre-
quencies, making it harder to crack than a simple 
substitution cipher. Cracking involves fi nding re-
peated patterns and then fi nding common factors 
of the distances between those patterns. Working 
with the Vigenère cipher, students combine many 
mathematics skills, solidify their understanding 
of concepts used in the previous units, and build 
confi dence in solving complex problems.

• Math Content: Exploring different meth-
ods (wheels, tables, numbers) to rep-
resent information, fi nding data in a 
matrix (the Vigenère square), tallying 
letters to fi nd the most common letters, 
combining data from several problems 
to solve a larger problem, fi nding prime 

factorizations, divisibility, exponents, 
fi nding common factors and great-
est common factors, fi nding repeated 
patterns

• Connections: Lewis and Clark, Thomas 
Jefferson, American Civil War, life cy-
cles of cicadas, one-time pad, VENONA 
program, spies during the Cold War

Unit 4 Modular (Clock) 
Arithmetic

Chapter 11 Introduction to Modular 
  Arithmetic
Chapter 12 Applications of Modular 
  Arithmetic

Students solve problems that involve adding and 
subtracting hours on clocks. The 24-hour clock is 
introduced, and arithmetic problems on this type 
of clock are solved. Then the notion of arithmetic 
on a clock is generalized to clocks of any size, and 
the terminology of modular arithmetic is intro-
duced. Students explore ways to change decimal 
remainders displayed on their calculators into 
whole number remainders, and they solve calen-
dar problems using modular arithmetic, including 
problems with leap years. 

• Math Content: elapsed time, clock arith-
metic, 24-hour time, modular arithme-
tic, multiplication and division, several 
ways to fi nd remainders, changing deci-
mal remainders to whole number re-
mainders, problem solving with remain-
ders

• Connections: World War I, Zimmermann 
telegram, ISBN numbers 

Unit 5 Multiplicative and 
Affi ne Ciphers

Chapter 13 Multiplicative Ciphers
Chapter 14 Using Inverses to Decrypt
Chapter 15 Affi ne Ciphers

Students explore multiplicative ciphers in Chapter 
13. It turns out that multiplying by some num-
bers makes a reasonable cipher, but multiplying 



Overview T7

by others does not. In a class activity, students 
determine that the numbers that make good mul-
tipliers (keys) are the ones that are relatively 
prime to 26, the size of the alphabet.
 In Chapter 14, they review multiplicative 
inverses in regular arithmetic. They extend this 
concept to inverses in modular arithmetic and 
use modular inverses to decrypt multiplicative ci-
phers. In Chapter 15, they combine addition and 
multiplication to make affi ne ciphers. This unit 
spans a wide spectrum of mathematics levels from 
Grades 5–8. Chapter 13 is suitable for all levels, 
while the skills used to crack the ciphers at the 
end of Chapters 14 and 15 are more advanced. 
They involve looking for clues in the message and 
representing them in algebraic equations that 
they then solve. 

• Math Content: multiplication (up to 
2-digit by 2-digit numbers), reducing 
mod n, division with remainder, factor-
ing, relatively prime numbers, multipli-
cative inverses in regular arithmetic and 
in modular arithmetic, using inverses to 
solve equations, factoring, reciprocals, 
relatively prime numbers, linear equa-
tions, solving two equations in two un-
knowns (optional)

• Connections: alphabets of different lan-
guages, passwords, World War II, Ger-
man Enigma Cipher, the biblical cipher 
Atbash

Unit 6 Math For Modern 
Cryptography

Chapter 16 Finding Prime Numbers
Chapter 17 Raising to Powers

This chapter explores prime numbers and expo-
nentiation. In Chapter 16, we investigate short-
cuts for testing whether a number is prime. The 
Sieve of Eratosthenes is explored as a method for 
fi nding all prime numbers within a chosen range. 
The question of whether there is a largest prime 
number is discussed, with the conclusion that 
there are infi nitely many prime numbers. Finally, 
special numbers are investigated: twin primes, 
Mersenne numbers, and Sophie Germaine primes, 
which have lead to the discovery of very large 
prime numbers. In Chapter 17, students raise 

numbers to powers and reduce in modular arith-
metic. They discover that the exponent key on 
their calculators won’t help because the answer 
is usually larger than the calculator can handle 
without rounding, which loses information need-
ed to correctly reduce the answer. Students ex-
plore ways to avoid this round-off problem. As 
they work to solve the problems, they reinforce 
their understanding of exponents and develop 
fl exibility in calculations.

• Math Content: factors, multiples, primes, 
and composites; effi cient ways to test 
primality; Sieve of Eratosthenes; count-
ing prime numbers; variables and for-
mulas; special primes: twin, Mersenne, 
Sophie Germaine primes; Goldbach Con-
jecture; square root; googol, scientifi c 
notation on calculators, exponents, 
computing powers by repeated squar-
ing, modular arithmetic 

• Connections: Great Internet Prime 
Search (GIMPS), mathematics research, 
passwords

Unit 7 Public-Key 
Cryptography

Chapter 18 The RSA Cipher
Chapter 19 Revisiting Inverses in Modular  
  Arithmetic
Chapter 20 Sending RSA Messages

This unit introduces the basic ideas of public-key 
cryptography and focuses on the RSA cipher, a 
powerful public-key cipher used for Internet se-
curity today. RSA involves raising numbers to 
powers and reducing in modular arithmetic. It 
uses large prime numbers, and cracking it in-
volves factoring large numbers. Working with 
RSA is an opportunity for students to practice 
and expand what they know about prime num-
bers and factoring, work with exponents in a 
fl exible way, and learn about some of the issues 
involved in modern-day cryptography. Public-key 
cryptography is introduced and the RSA cipher 
is described in Chapter 18. RSA uses modular in-
verses to compute its decryption key, so Chapter 
19 revisits modular inverses. In the fi nal chapter, 
students choose RSA keys and set up a classroom
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Number and Operation 

       

• Work with fractions, decimals, and percents to solve problems  ×      
• Compare and order decimals  ×      
• Develop an understanding of large numbers and recognize and 
appropriately use exponential, scientific, and calculator notation 

  ×   × × 

• Use factors, multiples, prime factorization, and relatively prime 
numbers to solve problems 

  ×  × × × 

• Use negative integers ×   ×    
• Understand and use the inverse relationships of addition and 
subtraction, and multiplication and division, to simplify 
computations and solve problems  

×    ×  × 

• Develop and analyze algorithms for computing with integers      × × 
 
Algebra 

       

• Analyze and generalize a variety of patterns × × ×  × ×  
• Relate and compare different forms of representation of a 
relationship 

×  × × ×  × 

• Develop initial understanding of different uses of variables     ×  × 
• Use symbolic algebra to represent situations and solve 
problems, especially those that involve linear relationships 

    ×  × 

• Solve linear equations     ×   
• Model and solve contextualized problems using tables and 
equations 

  × × ×   

 
Data Analysis and Probability 

       

• Collect data about a characteristic shared by two populations  ×      
• Use observations about differences between two or more 
samples to make conjectures about the populations involved 

 ×      

 
Reasoning and Proof 

       

• Examine patterns and structures to detect regularities × × ×  × ×  
• Formulate conjectures about observed regularities × × ×  × ×  
• Evaluate conjectures × × ×  × ×  
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public-key directory. Then they combine the RSA 
and Vigenère ciphers to send messages. They use 
RSA to encrypt and decrypt keywords, which they 
use with the Vigenère cipher to encrypt and de-
crypt messages. 

• Math Content: prime numbers, modu-
lar inverses, raising numbers to powers 
and reducing in modular arithmetic, 
relatively prime numbers, factoring, ef-
fi cient trial-and-error methods to fi nd 
inverses mod n

• Connections: mathematics research 
into large prime numbers and factor-
ing, Thomas Jefferson and James Madi-
son, British discovery of public-key 
cryptography

Alignment with NCTM 
Standards
The table outlines the alignment of the math-
ematics that students experience using these 
ciphers with the content standards in the NCTM 

Principals and Standards for School Mathematics 
for Grades 6–8.
 In addition to the specifi c content standards 
listed in the table, teachers reported that engag-
ing in the cryptography activities in the book 
strengthens students’ problem solving skills. They 
reported that some of their students who don’t 
normally experience success in other problem 
solving situations were willing to persist at solv-
ing problems in the cryptography setting. 

Other Teacher Materials
There are three parts to the “Teacher Materials.” 
The fi rst is this Teacher’s Guide.  The second is 
the Answer Key, which provides the solutions 
to the problems in the book; it is formatted ex-
actly like the workbook, but with the answers 
fi lled in.  The third part is the Blackline Mas-
ters, pages designed to be copied and handed 
out as needed; some are handouts described in 
this guide, and other pages are blank tables to 
facilitate more code making and breaking.





This unit introduces students to the basic termi-
nology of cryptography. In Chapter 1, the Caesar 
cipher is introduced, which shifts letters of the 
alphabet to encrypt. In Chapter 2, the messages 
are converted to numbers and then encrypted by 
adding. In both cases, it is easy to decrypt a mes-
sage if you know how much the letters were shift-
ed or what was added to each number. In Chapter 
3, students crack messages when they don’t know 
the shift amount. This is more challenging, but 
by collecting data about the frequencies of letters 
in the message and using what they know about 

Unit 1 

Introduction to Cryptography

patterns in English, they are able to fi gure out 
the shift amount.  
 You can extend the activities in this chap-
ter by having students make their own messages. 
They can leave these in a class Message Center to 
be solved by others, or they can use them to play 
Cipher Tag, a game in which students take turns 
presenting encrypted messages for the class to 
decrypt.
 After students are familiar with the ciphers in 
this unit, they are ready to visit the Cryptoclub 
website. 

Unit 1: Introduction to Cryptography T11
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Chapter 1 

Caesar Ciphers

Summary
Basic terminology used in cryptography is in-
troduced. Students encrypt and decrypt using a 
Caesar cipher, which is represented with a cipher 
table and also with a cipher wheel. Students make 
and use their own cipher wheels.

Key Vocabulary
cryptography
cipher
cipher wheel
Caesar cipher
encrypt
decrypt
plaintext
ciphertext

Materials
cipher wheel circles, one set per student, from   

student text or copied onto cardstock from “Ci-
pher Wheels” in Blackline Masters

scissors, one pair per student (for cutting 
wheels)

brads (paper fasteners), one per student
optional: paper clips, one per student, to clip 

wheels inside workbook cover for storage

Connections 
Julius Caesar
Paul Revere 
radio shows in the 1930s and 1940s

Opener
It works well to begin most chapters with a short 
problem for students to think about, before they 
read about the methods described in the chap-
ter. Encourage them to use their own observa-
tions and understanding of patterns in English 
and mathematics to help solve the problems. Af-
ter they have worked on the problem themselves, 
they are ready to read about how the characters 
in the book solved similar problems. 
 As an opener for this chapter, put an encrypt-
ed riddle or message on the board for students to 
try to crack. Here is a sample riddle, whose an-
swer was encrypted with a shift of one letter:

Riddle: What is the clumsiest bee?
Answer: B   CVNCMJOH     CFF   (a bumbling bee)

 You don’t need to explain in advance how 
the answer was encrypted—just let students try 
to fi gure it out for themselves. After some have 
successfully decrypted the message, ask them to 
explain the clues that helped them fi gure it out. 
Some might mention the one-letter word (B) or 
the double letters (FF). Some will explain that 
they used trial and error until they got a message 
that made sense.

Teaching
One way to teach the lessons is for students to 
take turns reading the text aloud, pausing to 
work on the problems as they come up. You can 
begin Problem 1 with the whole class, but then let
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students fi nish by themselves. They can discuss 
their answers with their partners or groups as 
they go along. Decrypting is often easier and more 
interesting than encrypting because students can 
tell when they get the correct answers—if they 
have made mistakes, their answers won’t make 
sense.
 A common mistake when encrypting and 
decrypting is to mix up the plaintext and the 
ciphertext. To avoid confusion, we usually use 
lowercase for plaintext (except for proper nouns 
and at the beginning of sentences) and uppercase 
for ciphertext. It is not essential that students 
follow this convention in their own writing, but 
they might fi nd it helpful. We also always put 
the plaintext on top and the cipher text under-
neath. Doing this consistently will help avoid 
confusion.
 In the second part of this chapter, students 
make cipher wheels. The wheels will be used of-
ten, so it is a good idea to laminate them or copy 
them onto cardstock to make them sturdy. To save 
paper, use the “Cipher Wheels” page in Blackline 
Masters, which has several circles on one page. 
Alternatively, students can cut the wheels from 
their books.
 It is very important that students match up 
the centers of the two circles when they make 
their cipher wheels. If the brad is placed off-
center, then the letters will not line up properly 
when the wheel is turned.
 Since the wheels will be used often, students 
should keep them in a safe place. It works well to 
clip the wheel into the workbook or text with a 
paper clip so that it is always available. 
 Students are sometimes confused about how 
to turn the cipher wheel to get the desired shift. 
Ask them to line up the plaintext a with the 
ciphertext A. Then have them turn their inner 

wheels counterclockwise one letter so a matches 
B. Explain that this is a shift of one. Continue 
turning to show other shifts. 
 In the game Cipher Tag, students take turns 
presenting encrypted messages for the class to 
crack. Common mistakes are often detected when 
you play Cipher Tag. One common mistake is turn-
ing the wheel the opposite direction—it helps if 
you get everyone to set their wheels together be-
fore they do a lot of work on a problem. Students 
usually enjoy playing Cipher Tag.  It is suggested 
several places in the book, as other ciphers are 
introduced. 
 Students who fi nish early can make up their 
own riddles and encrypt their answers. Post sheets 
of paper on which students can record their rid-
dles for others to work on at another time. You 
can clip a Caesar wheel to the sheet for students 
to use when decrypting. Another idea is to make 
a class Message Center. Students write encrypted 
messages on the front of a piece of paper, sign 
their names in case there are questions, and place 
the paper in a bin or envelope. Students who de-
crypt a message write their names on the back 
and return it to the bin for others to solve.

Related Topics
Topics such as Paul Revere and Julius Caesar ap-
pear briefl y in this section. You can use this as 
an opportunity to discuss geography or history 
or other related topics. Also of interest are the 
cartoons and radio shows of the 1930s and 1940s 
that incorporated ciphered messages.  See the 
article “Developing Mathematical Thinking Using 
Codes and Ciphers” by Lisa J. Evered and Serigne 
Gningue for more details (Teaching Children Math-
ematics 8, September 2001, pp. 8–15).



Summary
In this chapter, letters are encrypted with num-
bers. Students continue to use Caesar ciphers, but 
this time the shift is described by adding. De-
crypting involves subtracting, which often leads 
to negative numbers. Methods to make calcula-
tions easier are explored, and in the process, the 
concepts of modular arithmetic are informally 
introduced.

Math Content
addition and subtraction 
negative numbers
addition in a circle—preparation for modular 

arithmetic 

Key Vocabulary 
equivalent on a circle
congruent on a circle

Materials
“hat” or basket for collecting encrypted names 

(Exercise 1)

Connections
American Gold Rush (Beale Cipher and Buried 

Treasure)
Declaration of Independence
price of gold 

Chapter 2 

Sending Messages with Numbers

Opener
Before students read the chapter, ask them to 
crack a few messages encrypted with numbers. 
Riddle 1 is a sample message that simply sub-
stitutes 0 for A, 1 for B, and so on. After they 
have solved Riddle 1, they are ready for Riddle 2, 
which makes the same number-for-letter substi-
tutions, but then adds 3 to everything.

Riddle 1: What has teeth but can’t bite? 
Answer:  0     2  14  12  1  (a comb)

Riddle 2: What do you call a dog in a car? 
Answer:  3     5   3   20   18   7   22  (a carpet)

Don’t explain in advance how the messages were 
encrypted, but ask students who were able to 
solve them to explain how they did it. Some stu-
dents will notice that the fi rst number must be a 
or I because those are the only one-letter words. 
That helps them fi gure out the other letters.

Teaching
Some students fi nd encrypting with numbers eas-
ier than shifting letters. There is less confusion 
about what is plaintext and what is ciphertext. 
To encrypt, they add; to decrypt, they subtract.
 Since the numbers involved with these ci-
phers are only the numbers 0 through 25, the ad-
dition and subtraction involved is a special arith-
metic, called clock or modular arithmetic (mod 
26). Terminology used with modular arithmetic 
will be introduced more formally in Unit 4, but 

Chapter 2: Sending Messages with Numbers T15



T16 Unit 1: Introduction to Cryptography

in this chapter students work informally with the 
following key ideas: 

• If adding (shifting) results in a num-
ber larger than 25, start counting again 
with 0 = 26, 1 = 27, and so on. (Ex-
ample: 24 + 4 = 28 = 2.) 

• If subtracting gives a negative number, 
count backwards from 26 = 0. (Example: 
5 – 8 =  –3, which is 3 less than 0. Since 
0 is equivalent to 26, –3 is equivalent 
to 23.)

• If we encrypt by adding a number, we 
can decrypt by subtracting that num-
ber. But, there is another number that 
could be used to give the same answer 
by adding. The circle with the 26 num-
bers from 0 to 25 is a good tool for 
showing this: going around 20 places in 
one direction (adding) is the same as 
going 6 places in the opposite direction 
(subtracting). The same is true for de-
crypting (see answer to Problem 16).

 As students work with encrypting and de-
crypting in this chapter, encourage them to look 
for ways to make their calculations easier. Since 
a message can be encrypted either by adding 
n or by subtracting 26 – n, encourage them to 
choose the method that makes their calculations 
simplest (see answers to Problems 17–19)—the 
simplest method might be different for different 
letters in the same message. 
 This activity can help you to diagnose weak-
nesses that your students might have in subtrac-
tion. Some students make systematic errors that 
can be pinpointed as you watch them solve these 
problems.
 To keep faster students engaged, you can 
keep an ongoing collection of encrypted riddles 

or other messages. Students who fi nish early can 
add to this collection or choose something from 
it to decrypt. 
 Students play Cipher Tag again in this chap-
ter. Sometimes it is hard to fi gure out other stu-
dents’ messages. They might make errors in the 
original spelling of the words or in the encrypt-
ing. It often helps to work with a partner and 
double check before taking a turn at being “It.” 

Related Topics
The “Do You Know?” about the Beale Ciphers 
that appears at the end of the chapter can be 
discussed at any time—it is not directly related 
to the cipher used in this chapter. Some students 
may want to investigate it further. An excellent 
reference is The Codebook, by Simon Singh (Dou-
bleday, 1999). The Internet also has many links 
to the Beale Cipher.
 Students who investigate will discover that 
the cipher used to decrypt the second page of 
Beale’s messages is not too diffi cult for them to 
understand. It involves the Declaration of Inde-
pendence. Each word of the Declaration is num-
bered in order, and the fi rst letter of the word is 
assigned that word’s number. Here are the fi rst 
ten words: “1When 2in 3the 4course 5of 6human 
7events, 8it 9becomes 10necessary….” Since the 
fi rst word starts with w, 1 represents w. Similarly 
2 represents i, 3 represents t, 4 represents c, and 
so on. (In this method, the same letter could be 
represented by different numbers, for example, i 
= 2 and also i = 8.)
 An interesting problem is to calculate the val-
ue of the Beale treasure using today’s prices. Stu-
dents will have to investigate the current prices 
of gold and silver per pound and then combine 
that with the number of pounds given in the sto-
ry to calculate the value.



Summary
Students crack Caesar ciphers when they don’t 
know the key. One method that they use is to 
guess the decryptions of the one-letter words and 
use this to set the wheel. Another method is to 
fi nd the most common letter in the message and 
match it with the most common letter in English.

Math Content
collecting data with tallies

Key Vocabulary
algorithm
key

Materials
cipher wheels, one per student
optional: “Can You Crack These Messages?” (page 

in Blackline Masters), one copy per student or 
one transparency 

Connections
Navajo Code Talkers
Pacifi c battles of World War II
quotations of famous people

Opener
In this chapter, the Cryptokids in the story crack 
three messages of increasing diffi culty.  Before 

Chapter 3 

Breaking Caesar Ciphers

students read how they do it, ask them to crack 
the three short messages on “Can You Crack These 
Messages?” Make copies or a transparency, or 
write the messages on the board. Here are the 
messages, along with their decryptions:

1.    Ciphertext: AOL  AYLHZBYL  PZ  OPK  
 BUKLY  AOL  VSK  VHR  AYLL (hint: 7)

      Plaintext: The treasure is hidden under   
          the old oak tree.

       The number 7 is a hint that the alphabet  
       was encrypted with a shift of 7.

2.    Ciphertext:  N    X F B    Y M J    U N W F Y J  
G Z W D    Y M J    L T Q I.

        Plaintext: I saw the pirate bury the gold.

 A clue is in the one-letter word.  Since  
one-letter words are usually a or I, you 
can try each of those possibilities.  Here, 
matching the ciphertext N with the plain-
text i gives a message that makes sense.

3. Ciphertext: EWWLHWLWJSFVEWLG-
FAYZLSLGMJKWUJWLHDSUW.  AZSN-
WKGEWLZAFYWDKWLGLWDDQGM.

 Answer: Meetpeterandmeatmidnighta-
toursecretplace. ihavesomethingelseto-
tellyou.

     This can be broken by noticing that the 
most common letter in the message is 
W.  This most likely corresponds to the 
most common letter in English, which 
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is e. We don’t expect that students will 
decrypt this third message, but thinking 
about it as an opener will help prepare 
them for reading the chapter since it is 
the message that is cracked by Evie at 
the end of the chapter.   Working with 
this message should lead to the observa-
tion that removing spaces between words 
makes messages harder to break. 

Teaching 
This chapter introduces two new words, key and 
algorithm. An important issue in cryptography is 
how a person who wishes to send a secret mes-
sage can let the receiver know what encryption 
key has been used.  Ask your students to think 
of ways to solve this problem. One method is to 
agree in advance to shift according to something 
everyone knows or can easily fi nd out, such as 
the date.  For example, on the fi fth day of the 
month, they will shift 5 places. Students might 
have other suggestions.
 The word algorithm might be familiar to your 
students from other contexts.  In general, an al-
gorithm is a systematic method for doing some-
thing. In arithmetic, an algorithm is a procedure 
for doing a calculation, for example, long division. 
In computer science, an algorithm is a step-by-
step method for solving a problem on a comput-
er. In cryptography, it is the method of encrypt-
ing, such as shifting letters a chosen number of 
places.
 In this chapter, students decrypt messages 
without knowing the key in advance. This is more 
challenging than when they know the key, but it 
is also more rewarding. Messages are decrypted by 
matching one of the most common letters in the 
message with e, the most commonly occurring 
letter in English.  To crack a Caesar cipher mes-

sage, only one letter needs to be guessed—from 
that you can determine what the shift is. In the 
next chapter, we will look at substitution ciphers 
where there isn’t a simple shift pattern. In that 
case, the frequency of all letters is used, not just 
one letter. 
 After students have solved the cryptograms, 
ask them what clues helped them besides letter 
frequency. Some might use patterns in English, 
such as common two- and three-letter words, let-
ters that follow apostrophes, and letters that oc-
cur as double letters.
 The messages in this section are quotations 
from famous people. You can have students fi nd 
and encrypt other quotations for the class to de-
crypt.

Related Topics
The story of the Navajo Code Talkers has been in 
the news in the last few years. An Internet search 
brings up several websites that give more infor-
mation about this topic.

Website
This would be a good time for students to visit 
the Cryptoclub website, 

http://cryptoclub.math.uic.edu. 

It has an animated treasure hunt, through which 
students proceed by decrypting clues. All the 
clues involve Caesar ciphers with either letters 
or numbers. 
 If you have access to a computer that can be 
connected to a projector, we recommend that you 
use it to introduce the components of the web-
site. It is helpful for students to have suggested 
activities to do when they visit the site, rather 
than general instructions to explore it. 



In this unit, students explore letter frequencies 
and other patterns of English text and use that 
information to crack substitution ciphers. 
 A substitution cipher is a cipher in which let-
ters or symbols are substituted for the plaintext 
letters. The Caesar cipher of the last unit is an 
example of a substitution cipher, but there are 
many others.  In this unit, we’ll work with sim-
ple or monoalphabetic substitution ciphers. The 
Vigenère cipher of the next unit is a polyalpha-
betic substitution cipher, because it makes differ-
ent substitutions for the same letter in different 
parts of the message. 
 Substitution ciphers have long been favorites 
of puzzle lovers.  “Cryptograms,” which are mes-
sages encrypted with substitution ciphers, regu-
larly appear in newspapers and magazines. En-
tire books of cryptograms are often found where 
crossword puzzle books are sold. 
 Simple substitution ciphers can usually be 
cracked by matching the most common letters 
in the message with the most common letters in 

Unit 2 

Substitution Ciphers

English and by recognizing patterns in words. Al-
though many people enjoy solving cryptograms 
for recreation, cracking substitution ciphers also 
provides an excellent opportunity to develop 
mathematical skills such as collecting and ana-
lyzing data and using decimals and percents. 
 In the fi rst chapter of this unit, Chapter 4, 
we introduce a specifi c kind of substitution ci-
pher, the keyword cipher. This has the advantage 
that it can easily be described with a keyword 
and a key letter. The remaining two chapters de-
velop techniques for cracking simple substitution 
ciphers. In Chapter 5, students explore the fre-
quency of letters in English. Then, in Chapter 6, 
they use these frequencies to crack messages.
 After students have had the opportunity to 
collect data and compute letter frequencies them-
selves, we encourage you to have them use the 
Cryptoclub website.  There the frequencies can be 
quickly computed by machine, freeing students 
to use the data and their own reasoning skills to 
crack longer and more interesting messages.
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Summary
The chapter begins with a discussion of substi-
tution ciphers. It then focuses on the keyword 
cipher, which is a particular type of substitution 
cipher. 

Key Vocabulary
substitution cipher
keyword cipher
keyword
key letter

Materials
Optional: “Can You Crack This?” (page in Black-
line Masters), one copy per student or one 
transparency

Connections
Sir Arthur Conan Doyle
Sherlock Holmes mysteries

Opener
Caesar ciphers are fairly easy to break, as stu-
dents discovered in the last chapter. However, 
in general, substitution ciphers are not as easy. 
You can open this lesson by asking students to 
try to crack the following message, which ap-
pears on the “Can You Crack This?” blackline 
master.

Chapter 4

Keyword Ciphers

Ciphertext: 

CUVB  ZPBBLSP  HLB  PGNTJECPO  HVCU  L 
XPJHRTO  NVEUPT.  NULECPT  4  HVYY  CPYY  
URH  L  BPGOPT  NLG  OPBNTVMP  CUP BDM-
BCVCDCVRG  CLMYP  MJ  CPYYVGS  JRD  RGYJ  
L  XPJHRTO LGO  L  XPJ  YPCCPT. 

 Students will probably fi rst try to decrypt the 
one-letter word as a or I and use Caesar wheels 
to fi gure out the rest of the letters, as they did 
in Chapter 3. But, this will give a message that 
doesn’t make sense. They will realize quickly that 
this message is different from other messages 
with which they have worked. It couldn’t have 
been encrypted by simply shifting the alphabet. 
 After awhile, write the following substitution 
table on the board, and let them use it to decrypt 
the message.
 After making the table substitutions, they 
will have the following message.
a b c d e f g h i j k l m  n o p q r s t u v w x y z 
L M N O P Q S U V W X Y Z G R E A T B C D F H I J K 

Plaintext: 

This message was encrypted with a keyword 
cipher. Chapter 4 will tell how a sender can 
describe the substitution table by telling 
you only a keyword and a key letter.

 Ask, “How would you tell a friend the table 
you used?” They will probably agree that the 
entire table would have to be written out. They 
are now ready to read about the keyword cipher, 
which can be described with only one word and 
one letter. From the keyword and key letter, the 
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receiver can recreate the substitution table used 
to encrypt.

Teaching
Ask students to read the story in the text. In it, 
Dan realizes that the shift pattern in Caesar ci-
phers makes them too easy to break, so he makes 
a substitution cipher that has no pattern at all. 
But, he realizes that it is awkward to send the 
entire table along with the message, and this mo-
tivates the discussion of the keyword cipher. 
 The keyword cipher is a substitution cipher 
that is not as easy to crack as Caesar ciphers be-
cause it does not have obvious patterns, and it 
is easy to use because the sender can describe it 
with just one keyword and one key letter.
 Create the substitution tables for a few key-
word ciphers together, so everyone sees how to do 
it. First the keyword is written, beginning under 
the key letter. Then the alphabet follows, omit-
ting any letters that have already been written. 
There is a special case students need to be aware 
of: letters that repeat in the keyword are only 
written once (e.g., DANNY is written as DANY, 
and MISP is written instead of MISSISSIPPI).
 Students sometimes make mistakes when 
writing out keyword cipher tables. They either 
omit letters or put some letters in more than 
once. It is easy for them to realize when they 
have made a mistake, because the alphabet won’t 
fi t in the boxes. When this happens, they need 
to go back and make changes. You should advise 
them to use pencil so they can erase.
 Dan’s message in Problem 8 is fairly long. 
You can assign each group a few lines and have 
groups take turns reading their decryptions aloud 
to reveal the entire message. (Some students en-
joy long messages and might choose to work on 
more than what they are assigned.) 

 The workbook has extra cipher tables on page 
W22 to use for additional messages. Encourage 
students to put messages in the class Message 
Center for others to decrypt. 

Related Topics
The Sherlock Homes mystery, “The Adventure of 
the Dancing Men” by Arthur Conan Doyle, is an 
example of a fi ction story that uses cryptography. 
Ask students to decrypt Slaney’s message that 
appears in the “Do You Know?” of this chapter. 
Using the substitutions given, the message be-
comes, “Come here at once.” 

Classroom Treasure Hunt
This would be a good time to prepare a class-
room treasure hunt. Descriptions of two differ-
ent types of hunts are in the “Treasure Hunts” 
section at the end of this guide. You can use 
Caesar ciphers with letters, Caesar ciphers with 
numbers, and/or keyword ciphers to encrypt 
your clues. You can save time by using the web-
site to encrypt. If students have easy access to 
computers, they can use the website to decrypt 
longer clues.

Website
You can use the Substitution Cipher on the 
Cryptoclub website to encrypt and decrypt mes-
sages with keyword ciphers. Enter the keyword 
and key letter, and fi ll out the rest of the al-
phabet to make the substitution table; the com-
puter uses your table to encrypt and decrypt. 
Alternatively, the website’s Classroom Message 
Board is a place where you can quickly encrypt 
using a keyword cipher without entering the 
table.



Summary
Students collect data about the frequency of let-
ters in typical English text. Each group selects a 
sample from a newspaper or magazine and counts 
the occurrences of each letter of the alphabet. 
The class combines their data to make a larger 
sample. From this data, the relative frequencies 
of letters in English are estimated. Students com-
pare the class data with data collected by mathe-
maticians. They discuss the effects of sample size 
and other factors on their data. 

Math Content
data collection—combining data from several 

groups
fi nding the frequency of letters in English text
computing relative frequencies
changing fractions to decimals
changing decimals to percents
ordering decimals
using data from a sample to predict 

Key Vocabulary 
frequency
relative frequency 

Materials
a few lines of text (about 100 letters) from 

a newspaper, magazine, or other text, per 

Chapter 5 

Letter Frequencies 

group (Note: Each group should have a differ-
ent sample, and they should be able to write 
on it.)

one transparency of “Class Letter Frequencies” 
(page in Blackline Masters), or a similar table 
drawn on the board or chart paper

calculators

Connections
Edgar Allen Poe, the originator of the detective 

story 

Opener
Ask students to select a sample of about 100 let-
ters from a newspaper, magazine or other text. Be 
sure groups choose different samples—using the 
same text for each group will defeat the purpose 
of collecting multiple samples. Some students like 
to cross off letters as they count. For this reason, 
it is a good idea to give them text they can mark 
on, such as old newspapers instead of books. 

Teaching
In the Class Activity of this section, groups col-
lect data from a relatively small sample of letters. 
Then, they combine their data to get one large 
class sample. They compare the effects of sample 
size on the data collected and discuss variations 
in individual groups’ data. 

Chapter 5: Letter Frequencies T23
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 So that the activity runs smoothly, it is im-
portant for each group to understand its role 
in contributing to the class’s results. Here is a 
summary:

• In Part 1, student groups choose a sam-
ple of about 100 letters. They count the 
number of occurrences of each letter 
in their sample and record it in their 
workbooks in the Letter Frequencies for 
Your Sample table on workbook page 
W23.

• In Part 2, the class pools their data to 
make a larger class sample. They record 
their groups’ data on a table that you 
provide. This can be a transparency of 
the “Class Letter Frequencies” black-
line master page or a class table that 
you make on the board or on chart pa-
per. After all groups have entered their 
data, assign each group the task of add-
ing a few rows of the class table and 
writing the row sums on the table so 
that the Total for All Groups column is 
completed. (See the fi gure on text page 
37.)

• In Part 3, students compute the rela-
tive frequencies of the letters in the 
class sample. They record their fi ndings 
in their workbooks in the Relative Fre-
quency table on workbook page W24. 
(They fi rst transfer the class’s infor-
mation from the Total for All Groups 
column of the Class Letter Frequencies 
table of Part 2 to the Frequency column 
of their Relative Frequency table of Part 
3.)

There are various ways students might choose 
to collect their data. Some might work in pairs 
with one partner reading off the letters and the 
other making tallies as the letters are read. Oth-
ers might count all the As, then all the Bs, and 
so on. In this case, they can divide up the letters 
so that each person in the group counts some of 
the letters and no one has to count all 26 letters. 
Ask them to suggest different methods before 
they begin, and then let each group choose the 
method that they prefer.

 It is not important that they count exactly 
100 letters, since they will later divide by the 
total number counted to arrive at the relative fre-
quency. If one group counts substantially more 
than 100 letters, their raw data will look differ-
ent when posted on the group table, but the most 
common letters will probably be the same as for 
the other groups. This is an opportunity to dis-
cuss the effects of sample size. 
 After they have answered the workbook ques-
tions, discuss their results. Ask students to look 
at the Class Letter Frequencies table on the board, 
chart, or overhead. Here are a few questions you 
might ask about the data:

• What are the most common letters?

 The most common letters in the class 
data will probably be E, T, A, O, and I, 
although not necessarily in that order.

• Is E the most common letter in every 
group? 

 In many groups, E will be the most 
common letter, but probably not in all 
groups. Be sure to call attention to data 
from groups that have a different most 
common letter, since students often 
mistakenly assume E is always the most 
common letter when they crack substi-
tution ciphers.

• Can you compare raw data between 
groups? 

 Looking at the raw numbers does not tell 
you how common a letter is. For example, 
one group might count 16 occurrences of 
the letter N, while another group counts 
12 occurrences of the letter E. But this 
does not necessarily mean N was more 
common than E. If further examination 
reveals that the fi rst group counted a to-
tal of 252 letters, while the second only 
counted 105 letters, then in the fi rst 
group N occurred 16/252 = 6.3% of the 
time and in the second group E occurred 
12/105 = 11.4% of the time.

• Why do some groups have very different 
data?

  A few groups might have unexpectedly 
high occurrences of some letters. Ask 



them to look at the text they analyzed 
to fi nd an explanation. Sometimes the 
text repeats a word such as a name, and 
this makes certain letters occur more 
often than expected.

• Does the class data match the table in 
the book?

  Although groups will vary in how close-
ly their data matches the table on text 
page 39, the frequencies in the com-
bined class data will probably be quite 
similar to that table. That is because 
larger samples tend to average out spe-
cial cases that occur in small samples. 

Related Topics

The “Do You Know?” in this chapter discusses 
the author Edgar Allen Poe, who was very inter-
ested in cryptography. In fact, some people be-
lieve the story of the Beale Ciphers (Chapter 1) 
was really a hoax created by Poe. Students might 
enjoy researching Poe’s other writings about 
cryptography.
 Edgar Allen Poe and Sir Arthur Conan 
Doyle are two authors who have used codes 
in their stories. Ask students to suggest oth-
er literature they have read that involves 
cryptography. 

Chapter 5: Letter Frequencies T25





Summary
The characters in the story compare the letter 
frequencies in a message to the letter frequencies 
in regular English to crack a substitution cipher. 
Students do the same for two other messages. For 
the fi rst message, students collect letter frequen-
cy data and use it to crack the message. For the 
second message, they use data that has already 
been collected for them. 

Math Content
data collection 
computing relative frequencies
changing fractions to decimals
changing decimals to percents
ordering decimals
using data to solve a problem

Materials
calculators

Connections
Mary Queen of Scots

Opener
This chapter uses the data collected in the 
previous chapter, so a separate opener is not 
necessary. 

Chapter 6 

Breaking Substitution Ciphers 

Teaching
Explain that, by comparing the most common let-
ters in English with the most common letters in a 
message, simple substitution ciphers can often be 
broken. In the Caesar cipher, only one letter needs 
to be matched to determine the shift. However, 
in a substitution cipher that doesn’t have such 
a nice pattern, each letter needs to be matched. 
Letter frequencies, along with other information 
about word patterns, can suggest the underlying 
substitutions.
 There is a detailed discussion in the text about 
the clues Jenny used to crack Dan’s message. The 
specifi c way that Jenny cracked the message in 
the text is not important, since there are many 
ways to do it. What should come through in read-
ing is more the spirit in which she cracked it. 
Here are some of the phrases she uses that indi-
cate a style of attacking a problem, not necessar-
ily a specifi c method:

 “I decided to decrypt the most common 
letters fi rst…”
“I went with my fi rst guess…in pencil be-
cause I knew I might change my mind lat-
er….”
“The whole time I was working on this, I was 
keeping track of the substitutions…”
“Next I looked for other short words…”
“That didn’t look like a familiar word…So I 
skipped I for a while.”
“…the word here appeared. That encour-
aged me.”

Chapter 6: Breaking Substitution Ciphers T27
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“I noticed an apostrophe…”
“I must have been wrong….so I erased the 
match of M with n. It’s a good thing I used 
pencil…”
“At this point I didn’t need frequencies. 
I could see what the message probably 
said…”

 Ask students to work with partners to collect 
data on the frequency of letters in Jenny’s mes-
sage (Problem 1) and use the data to crack her 
cipher. They should decide whether they want to 
record tallies as one partner calls out the letters 
or simply count occurrences of each letter.
 When students decrypt the message, it will 
help if they write the original words in lower case 
above the encrypted words. This is consistent with 
their previous work. Remind them that since their 
fi rst guesses for letter substitutions might not be 
correct, they should use pencil so they can erase.
 You should let them make mistakes in their 
substitutions because they will often be able to 
recognize and correct their own mistakes. How-
ever, if you fi nd a group has made several incor-
rect substitutions, you can give them a few clues 
about which of their substitutions are correct, so 
they can change the others and get back on the 
right track. 
 One common mistake students make when 
using letter frequencies to break substitution ci-
phers is to assume that the most common letter 
in English must match the most common letter 
in the message, the second most common letters 
must match each other, and so on. It is important 
to stress that the letter frequencies give sugges-
tions—not guarantees—as to which letters might 
be substituted for others. Students should also 
use other clues, such as those listed in the tip on 
text page 48. 
 Students will probably notice that, when 
cracking messages, they usually don’t need all the 
letter frequencies. They use the frequencies to 
get started, but after the words begin to emerge, 
their knowledge of English is probably more use-
ful than the frequencies. (In messages that do 
not have spaces between words, it is more dif-
fi cult to recognize words, and the frequencies be-

come more helpful.) In this chapter, we’ve asked 
them to work with all the frequencies to reinforce 
their understanding of decimals and percents. In 
later chapters, they won’t have to compute all 26 
letter frequencies each time they want to crack a 
message. 
 Problem 2 can be used for homework or extra 
practice in class. The letter frequencies have al-
ready been computed, so the work will go more 
quickly. 
 When students have fi nished cracking the 
message(s), make a class list of the methods that 
they found most useful. It will look something 
like the list in the tip on text page 48, but it 
should refl ect their opinions of what worked best 
for them. 

Related Topics
The “Do You Know?” of this chapter tells the story 
of Mary Queen of Scots, who was executed when 
secret messages were cracked, implicating her in 
a plot to overthrow Queen Elizabeth. An interest-
ing account of this story is in Simon Singh’s The 
Codebook (Doubleday, 1999).

Website
There is a Frequency Analysis tool on the Crypto-
club website that can be used to crack substitu-
tion ciphers. It computes the frequencies, and it 
also substitutes your guesses. This makes it easy 
to change your guesses—the machine erases for 
you. 
 To encrypt your own messages for students 
to decrypt, you can use the Substitution Cipher 
in the Cipher section of the website. Students 
can then use the Frequency Analysis tool to help 
crack the messages.
 The Classroom Message Board on the website 
is a good place to leave encrypted messages for 
each other. That way, errors in typing are avoided. 
Choose the keyword cipher on the Message Board 
to encrypt. Since a keyword cipher is a type of 
substitution cipher, it can be decrypted using the 
Frequency Analysis tool.
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After students have learned to crack the ciphers 
from Units 1 and 2, they might like to learn about 
a cipher that is harder to break. The Vigenère ci-
pher is certainly harder—for centuries people 
believed it was unbreakable—yet today students 
can break it with nothing more than middle-
grade mathematics, as long as the keyword is not 
too long.
 The Vigenère cipher is a good choice to teach 
for several reasons.

• Encrypting, decrypting, and cracking a 
Vigenère message reinforce what stu-
dents learned about the Caesar cipher 
in Unit 1. 

• Cracking a Vigenère message involves 
many steps and combines many math-
ematics skills. It gives students the op-
portunity to build confi dence in solving 
complex problems.

• The Vigenère cipher has historical con-
nections: For example, the Confederate 
Army used it during the American Civil 
War. Before that, President Jefferson 
suggested to Lewis and Clark that they 
use it to send him messages during their 
expedition.

 The Vigenère cipher is an example of a polyal-
phabetic cipher. It involves breaking a message 
into parts and using different Caesar ciphers to 
encrypt the different parts of the message. By 
doing this, the same letter is encrypted differ-
ent ways in different places. This conceals letter 

Unit 3 

Vigenère Ciphers

frequencies, and therefore cracking a Vigenère ci-
pher is more complicated than cracking a simple 
substitution cipher. 
 To crack a Vigenère message, students fi nd 
repeated patterns in the ciphertext. Then, they 
fi nd common factors of numbers that are related 
to these patterns. This tells them how to break 
up the message into parts that can be decrypted 
separately using the frequency analysis methods 
that they previously used for Caesar and substi-
tution ciphers. Thus, working with the Vigenère 
cipher solidifi es their understanding of concepts 
used in the previous chapters, while requiring a 
new understanding of how components of a prob-
lem fi t together.
 In the fi rst chapter of the unit, Chapter 7, 
students learn to encrypt and decrypt Vigenère 
ciphers. In Chapter 8, they learn how to crack a 
Vigenère cipher when the key length is known. 
The case of how to crack a Vigenère message when 
they know nothing about the key, not even the 
length, involves fi nding common factors. To pre-
pare for this, factorization is covered in Chapter 
9. Students who are familiar with factoring and 
fi nding common factors can skip Chapter 9 and 
go right to Chapter 10, where they apply common 
factors to crack Vigenère messages.
 The background story of this unit involves a 
note Jenny and Abby fi nd among their Grandfa-
ther’s old papers. In the process of cracking the 
message, they learn about Vigenère ciphers. The 
message is fi nally decrypted in the last chapter 
of the unit and reveals information about a silver 
treasure.
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 We recommend that, after students have 
worked with Vigenère messages by hand, they use 
the Cryptoclub website to encrypt, decrypt, and 
crack Vigenère messages. If you want to create 
Vigenère messages for students to crack, they will 
need to be longer than substitution messages in 

order for there to be enough data (see Chapter 
10 for more details). But, working with long mes-
sages by hand can be very tedious. Students will 
be able to focus more on using their reasoning 
skills if the machine does some of the data col-
lection and computation for them. 
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Summary
Students explore three different ways to repre-
sent a Vigenère cipher: with Caesar wheels, with 
a Vigenère square, and with numbers. A Vigenère 
cipher encrypts letters differently in different 
places in the message and is therefore more dif-
fi cult to break than a simple substitution cipher. 
The characters in the story are motivated to learn 
about the Vigenère cipher after they discover an 
encrypted message that does not appear to be a 
substitution cipher among their grandfather’s pa-
pers in the attic.

Math Content
exploring different methods (wheels, tables, num-

bers) to represent information 
fi nding data in a matrix (the Vigenère square)

Key Vocabulary 
Vigenère cipher

Materials
cipher wheels, one per student 
Vigenère Square (inside front cover of text), one 

per student

Connections
Lewis and Clark
Thomas Jefferson
American Civil War

Chapter 7 

Combining Caesar Wheels 

Teaching
The chapter opens with Jenny and Abby fi nding an 
encrypted note that they assume was written by 
their grandfather. Ask students to examine Grand-
father’s note on text page 54 to see whether there 
are unusual patterns in it. Ask whether it could 
have been encrypted with a simple substitution 
cipher. (These are the questions in the discussion 
box on text page 54). They can examine the note 
as an opener before reading the chapter or after 
the class reads the fi rst few pages. 
 Here are some of the unusual things about 
Grandfather’s message students might observe:

• OOF is a word that begins with a double 
letter.

• CGGG has 3 repeated letters in a row.

• There are many different letters that 
are one letter words—in a substitution 
cipher we would expect at most two dif-
ferent one-letter words.

 These unusual patterns suggest that the note 
couldn’t be a simple substitution cipher. This be-
gins the study of the Vigenère cipher. 
 We present several ways to encrypt with a 
simple Vigenère cipher. The fi rst way uses wheels 
and the second uses the Vigenère square. Stu-
dents should try both of these methods and then 
use whichever method works best for them. A 
third method uses numbers and is outlined as a 
challenge in Problem 11.
 When using the Vigenère cipher, it is impor-
tant to correctly write the keyword above the 
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message. Leaving a letter out or adding an extra 
space will change the way all the letters that fol-
low are encrypted. This caused problems for sol-
diers in the Civil War, and it will cause problems 
for students as well, if they are not careful.
 Students will most likely work at different 
paces as they decrypt the messages in the prob-
lems of this chapter. It is not essential that all 
students complete all the messages before moving 
on. You might assign each group one message to 
report on and ask them to work on as many other 
messages as time permits. After they have used 
both the wheel and the square methods, they can 
move to Problem 10 and create their own mes-
sages to share. 
 Messages from Problem 10 can be used to play 
Cipher Tag, or can be copied and placed in the 
Message Center for others to decrypt. Creating 
messages makes a good homework assignment 
because students’ families can help them select 
interesting quotations to encrypt. 

Related Topics
The “Do You Know?” items in this unit discuss 
several historical connections to the Vigenère ci-

pher. This chapter discusses the use by the Con-
federate Army in the American Civil War. The next 
chapter discusses the use by Lewis and Clark, and 
the fi nal chapter discusses a generalization, the 
one-time pad, which is unbreakable. Students 
might want to explore these uses in greater 
depth. 

Website 
It can be very tedious to encrypt and decrypt 
long Vigenère messages by hand. We encourage 
you to visit the Cryptoclub website and use the 
encrypting/decrypting tools to create messages 
for your students. You can post messages on your 
Classroom Message Board (which encrypts for 
you), where your students can retrieve them elec-
tronically and use the website to help decrypt. 
This makes it possible to work with longer, more 
interesting messages. As in most of the ciphers 
on the site, students are asked to encrypt or 
decrypt the fi rst few letters of a message them-
selves. When they have proved to the computer 
that they understand how to encrypt or decrypt, 
the computer will do the rest of the work for 
them. 



Summary
The Cryptokids examine their Vigenère messages 
to fi nd patterns that will help them crack other 
Vigenère messages. They observe that, when they 
know the key length, they can crack a message 
by dividing it into parts and cracking each part 
separately as Caesar ciphers. As a class activity, 
students work together to fi nish decrypting parts 
of a long message that the Cryptokids began. 

Math Content
tallying letters to fi nd the most common letters
combining data from several problems to solve a 

larger problem

Materials
cipher wheels, one per student
one transparency of “Class Letter Frequencies” 

(page in Blackline Masters), or a similar table 
drawn on the board or chart paper

Teaching
In the Class Activity of this chapter, the class will 
work together to decrypt “the girls’ message.” We 
suggest that you divide up the work of crack-
ing the message so that each group decrypts a 
few lines and then shares their results with the 
class. Students who work faster than others can 
do more than their assigned lines if they want to, 
but 3–4 lines per group is plenty and will give the 

Chapter 8 

Cracking Vigenère Ciphers When 
You Know the Key Length 

slower workers the satisfaction of contributing 
to the class solution. When everyone is fi nished 
with at least their assigned lines, ask groups to 
take turns reading their lines aloud until the en-
tire message is revealed. 
 The girls’ message uses four wheels. Cracking 
it alone would take a long time, but the activity 
is designed so that there is not a lot of data col-
lection. The decrypting for the fi rst wheel is done 
already in the text. The data for the second wheel 
is collected and displayed in a table (text page 
72) so students can use it to decrypt. The class 
will need to collect data for the third wheel, as 
described below. After that, the fourth wheel can 
be guessed without collecting more data.
 To collect data for the third wheel, each group 
only counts letters in their assigned lines. They 
combine their data with the rest of the class to 
get the frequencies for the whole message. This 
is similar to the way the class combined data to 
make a class frequency table for English text in 
Chapter 5. Students count As, Bs, Cs, and so on, 
in their assigned lines and record their results in 
their Frequency in Your Assigned Lines table on 
workbook page W38. They then enter their re-
sults in a Class Letter Frequencies table that you 
provide on the overhead, board, or chart paper. 
After all groups enter their data, each group adds 
a few rows of the table and records the row sums 
in the class table. Students then record these to-
tals in their Class Total table on workbook page 
W38. 
 Take a moment to be sure that you under-
stand how the work is divided up before the class 
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begins work on the message. This will help the 
activity run smoothly. You will want to decide in 
advance which lines each group will work on and 
be familiar with the tables used in the group data 
collection for the third wheel (workbook page 
W38).
 You will notice that the Vigenère messages 
that we present in this chapter are longer than 
most of the other messages with which students 
have worked. If the messages are too short, there 
won’t be enough data for each wheel for frequen-
cy analysis to be useful. 

Website 
There is a Vigenère Cracking Tool on the website 
that helps students crack Vigenère ciphers. It in-
cludes both the case in which the user knows the 
key length and the case in which the key length 
is unknown (discussed in Chapter 10). After stu-
dents have cracked the problems in the text by 
hand, we encourage you to have them use this 
feature of the site. The computer does a lot of 
the tedious work, and the students are freed to 
think.



Summary
This chapter provides the opportunity for stu-
dents to learn or review methods for fi nd-
ing prime factorizations of numbers and fi nd-
ing common factors. These skills will be need-
ed to crack the Vigenère cipher in the next 
chapter. 

Math Content
fi nding prime factorizations 
divisibility 
exponents
fi nding common factors and greatest common 

factors

Key Vocabulary
factor
multiple
prime number
composite number
prime factorization
factor tree
divisible
exponent
common factor
greatest common factor

Materials
calculators, one per student

Chapter 9 

Factoring

Connections
life cycles of cicadas

Teaching
This chapter is not about cryptography. It serves 
as a review of or an introduction to defi nitions 
and methods for factoring and fi nding common 
factors. Common factors will be used in the next 
chapter to crack the Vigenère cipher. 
 In this chapter, students factor larger num-
bers than are typically handled in middle school. 
This is because factoring large numbers is use-
ful in cryptography, particularly in modern-day 
ciphers. By using divisibility rules, students can 
factor the numbers in this chapter without much 
diffi culty.
 Prime numbers are investigated in more 
depth in Chapter 16. In that chapter, students 
explore shortcuts for testing whether a number 
is prime. They use the Sieve of Eratosthenes as 
a method for fi nding all prime numbers within 
a given interval, and they explore the question 
of how many primes there are, concluding that 
there are infi nitely many prime numbers. Prime 
numbers are used in the modern-day RSA cipher 
of Chapters 18 and 20.

Related Topics
Probably the most common application of com-
mon factors in the middle-school curriculum 
is to reduce fractions. This unit provides two 
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other applications. The “Do You Know?” of this 
chapter presents a biological application involv-
ing the life cycles of cicadas. The next chap-
ter uses common factors to help crack Vigenère 
messages.

Website
The Cryptoclub website has tools for fi nding the 
prime factorization of a number. It also has a pro-
gram that will help build factor trees. 



Summary
Students look for patterns in Vigenère messages 
that will help fi gure out key lengths. They ob-
serve that, when strings of letters repeat in a mes-
sage, the key length is usually a common factor 
of the distances between repetitions. They look 
for strings of letters that repeat in Grandfather’s 
message, fi nd common factors of the distances 
between them, and guess the key length. They 
use this to crack Grandfather’s message and dis-
cover that he had found silver. 

Math Content
common factors
fi nding repeated patterns
factoring numbers into prime factors
tallying 
combining data from several problems to solve a 

larger problem

Materials
cipher wheels, one per student 
Optional: “Patterns in the Girls’ Message” (page 

in Blackline Masters), one copy per student or 
one transparency

Connections
one-time pad
VENONA program
spies during the Cold War

Chapter 10 

Using Common Factors to Crack 
Vigenère Ciphers

Opener
In this chapter, characters in the story examine 
messages and fi nd a pattern that helps fi gure 
out key lengths. Before reading about the pat-
tern in the book, your students should try to 
fi nd it themselves. Ask them to examine the girls’ 
message and answer the questions on a copy or 
transparency of “Patterns in the Girls’ Message.” 
(Alternatively, they can examine their decrypt-
ed girls’ message on workbook page W36.) This 
can be assigned as homework or an opening 
activity for students to think about before the 
lesson.
 In Problem 1 of “Patterns in the Girls’ Mes-
sage,” students fi nd occurrences of the in the 
message. They are in lines 1, 2 (twice), 4, 6, 8, 
and 10 (twice). (Line 10 appears on workbook 
page W36 but not on the “Patterns in the Girls’ 
Message” page.)
 Problem 2 asks why the is not always en-
crypted the same way. This is because the key-
word DIME lines up differently above different 
occurrences of the. For example, when the letters 
DIM of the keyword are above the, then the is 
encrypted as WPQ (lines 1 and 2). When EDI is 
above the, then the is encrypted as XKM (lines 
4 and 10). When IME is above the, we get BTI 
(lines 6, 8, and 10). (Note that the workbook 
page W36 shows wheel numbers rather than key-
word letters, but the answer is similar: when the 
numbers 1, 2, 3, and 4 line up differently below 
different occurrences, the letters are encrypted 
differently.)

Chapter 10: Using Common Factors to Crack Vigenère Ciphers T37
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 Problem 3 asks for a pattern to tell when dif-
ferent occurrences of the are encrypted the same. 
This happens when the keyword lines up the same 
above the letters. This only happens when the 
keyword fi ts a whole number of times between oc-
currences of the, which happens when the dis-
tance between occurrences is a multiple of the key 
length. We don’t expect that all students will reach 
this conclusion the fi rst time they think about it. 
But, after thinking through this opening example, 
they will be ready to read how the characters in 
the book reasoned about a similar problem.

Teaching
Ask students to look for repeated strings in the 
boys’ message in the picture on text page 84. 
A few strings are already underlined. Then, ask 
them to read the fi rst few pages of the chapter. 
They can take turns reading, playing the roles of 
the characters in the story. The main conclusion 
of this part is that the key length is usually a fac-
tor of the distance between repeated occurrences 
of letter strings.
 In Problems 1 and 2, students examine mes-
sages from the journal of Lewis and Clark. They 
practice fi nding distances between repeated 
strings of letters and investigate the relationship 
between the distance between repeated strings, 
the length of the keyword, and the way the key-
word lines up above repeated strings. Problem 3 
confi rms that the key length is usually a factor of 
the distances.
 In Problem 4 they examine repeated strings 
in Grandfather’s message, and in Problem 5 they 
decrypt his message. You can assign each group 
a few lines to decrypt, encouraging them to do 
more if time permits. Then, have them take turns 
reading the lines aloud to reveal the decrypted 
message. This way, everyone contributes. The 
faster workers often choose to do more than their 
assigned lines instead of waiting to hear the full 
message, and the slower workers feel that they 

have accomplished their assigned work without 
falling behind. 
 In Problems 6–8, students look for common 
factors to guess key lengths. There is no need to 
decrypt these messages, since it is Grandfather’s 
message each time.
 In Problem 9 they put together everything 
they have learned and crack a message without 
hints. There are many steps involved, so students 
should feel proud when they fi nish. To save time, 
you can have students divide up the work of col-
lecting data. They can share information about 
distances between repeated strings (Problem 9a 
in the workbook). In Problem 9b, they conclude 
the key length is probably four. This tells them 
they need four wheels. You can divide the class 
into four groups and ask each group to collect 
frequency data for one of the wheels and share it 
with the class. Students use this information to 
decrypt the message. You can ask each group to 
do a few lines of the message and report to the 
class, or they can divide up the work within their 
group if they prefer. 

Website
One diffi culty in working with Vigenère ciphers is 
that the messages need to be fairly long in order 
for useful patterns to emerge. Thus, we encourage 
you and your students to use the Cryptoclub web-
site to encrypt and decrypt messages. Working 
with messages on the website will help students 
get the big picture of how to crack a Vigenère 
cipher, without getting too bogged down in data 
collection.
 If you make messages for your students to 
crack, you should try to have at least 30 letters 
per wheel in your messages—longer is better—if 
you want the data to be helpful for cracking. (Of 
course, if you really intended to send messages 
that would be diffi cult to crack, you would want 
to make short messages or use several wheels to 
make frequency analysis of little use.)



In this chapter, students learn to use the nota-
tion and terminology of modular arithmetic, 
which make it easier to discuss cryptography. 
Students used modular arithmetic informally in 
Unit 1, when they added to encrypt number mes-
sages. They worked with the numbers from 0 to 
25 and used the term equivalent to describe num-
bers that wrapped around to the same place on 
a circle. In this unit they extend this concept to 
larger numbers and circles of different sizes.
 Although the notation of modular arithmetic 
is not a standard part of the middle-grade cur-
riculum, the concepts and calculations involve 
division with remainder, which is a middle-grade 

Unit 4 

Modular (Clock) Arithmetic

topic. As students explore modular arithmetic 
and its applications, they strengthen their un-
derstanding of and their ability to compute and 
solve problems involving remainders. 
 In Chapter 11, we begin with a setting that is 
familiar to students—time—and include several 
problems about elapsed time. We use both 12-
hour and 24-hour clocks. Then, clocks of different 
sizes are considered, and the basic terminology of 
modular arithmetic is introduced.
 In Chapter 12, students explore ways to use a 
calculator to fi nd remainders. They apply modu-
lar arithmetic to cryptography and use it to solve 
calendar problems.

Unit 4: Modular (Clock) Arithmetic T39
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Summary
Students solve problems that involve adding and 
subtracting hours on clocks. The 24-hour clock is 
introduced and arithmetic problems on this type 
of clock are solved. Then, the notion of arith-
metic on a clock is generalized to clocks of any 
size, and the terminology of modular arithmetic 
is introduced. 

Math Content
elapsed time
clock arithmetic
24-hour time (military time)
modular arithmetic
division with remainder

Key Vocabulary
24-hour clock
modular arithmetic
equivalent mod n
congruent mod n
reduce mod n

Materials
calculators, one per student

Connections
World War I
Zimmermann telegram

Chapter 11

Introduction to Modular Arithmetic

Teaching
Modular arithmetic is useful in situations that in-
volve cycles. Although some of the terminology 
of modular arithmetic is new to most students, 
the concepts are familiar, since they come up nat-
urally when working with clocks and calendars.
 The chapter begins with problems that in-
volve adding and subtracting hours on a clock. 
These are everyday problems, but students will 
probably have different ways to solve them. As 
you discuss answers to the problems, ask students 
to describe the methods that they used.
 Some students will solve a problem like 8 + 11 
(on a 12-hour clock) by starting at 8 and count-
ing 11 more hours, pointing to each hour on a 
picture of a clock until they reach 7. Others might 
compute 8 + 11 = 19 and then subtract 12 to get 
7. Others might begin at 8, and add 4 to get 12. 
This leaves 11 – 4 = 7 hours after 12, so again the 
answer is 7. Still others might reason that adding 
11 hours is one less than adding 12 hours and 
from this conclude that the answer is one less 
than 8, which is 7. Some students who solve clock 
problems by pointing to each hour on a clock or 
counting on their fi ngers are surprised to discover 
that they can often solve them more easily with 
arithmetic than with direct counting. 
 After working with the 12-hour and 24-hour 
clock, we introduce the terminology of modular 
arithmetic, which is useful on any size clock. In 
modular arithmetic, we think of numbers wrap-
ping around a circle and identify numbers as 
“equivalent” if they wrap to the same position. 
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For example, on a 12-hour clock, 1 o’clock and 13 
o’clock are equivalent. 
 Remind students that they worked with the 
notion of equivalent numbers in Chapter 2, where 
they wrapped 0, 1, …, 25 around a circle. In that 
chapter, 26 was equivalent to 0, 27 was equiva-
lent to 1, and so on, as in the fi gure below. Ex-
plain that, in this chapter, we will use the same 
idea but with circles of different sizes. 

in our calculations, we replace it with the num-
ber between 0 and n – 1 that is equivalent to it 
mod n. This is called “reducing mod n,” and it is 
the same as replacing with the remainder after 
division by n. Ask students how they would fi nd 
the remainder. Then, have them read the meth-
ods used by the characters in the book. Problems 
18–24 provide practice with reducing small num-
bers. Students practice reducing larger numbers 
in the next chapter.
 The notation for equivalence and for reducing 
both use the term “mod,” but in slightly different 
ways. For example, to indicate that 79 and 27 are 
equivalent mod 26, we write 

79 ≡ 27 (mod 26).
To indicate that we want to reduce 79 or fi nd the 
remainder of 79 ÷ 26, we write the expression 

79 mod 26. 
Such an expression can be evaluated, and we use 
the equal sign (not the equivalence sign) to show 
the answer:

27 mod 26 = 1.
To indicate equivalence, we use the equivalent 
sign “≡” and parentheses. To indicate remainder, 
we use the equal sign and no parentheses. Al-
though there is a difference between these uses 
of the mod notation, it need not be emphasized. 
The equivalent sign isn’t used much in this chap-
ter, but it will appear more in later chapters. 

Related Topics 
The “Do You Know?” of this chapter is about the 
Zimmermann telegram, which precipitated the 
entrance of the United States into World War I. 
This topic can be discussed at any time, since it is 
not directly related to modular arithmetic.

0 1 2

3
4

5
6

7
8

9
101112131415

16
17

18
19

20
21

22

23
24 25

 

26 27 28

29

-3
-2 -1

 The symbol “≡” for equivalence is introduced 
in this chapter. We want students to see the 
proper use of this symbol, but it is acceptable for 
them to use the equal sign if they prefer. 
 When we work mod n, we often use only the 
numbers from 0 to n – 1. If another number arises 



Summary
Students continue to work with modular arithme-
tic. The multiplicative cipher is introduced, which 
involves reducing larger numbers than in the pre-
vious chapter. Students explore ways to change 
decimal remainders displayed on their calculators 
into whole number remainders, and they solve 
calendar problems using modular arithmetic, in-
cluding problems with leap year. International 
Standard Book Numbers (ISBNs) are introduced in 
this chapter’s “Do You Know?”

Math Content
multiplication and division
several ways to fi nd remainders
changing decimal remainders to whole number 

remainders
problem solving with remainders

Key Vocabulary
leap year
ISBN
check digit

Materials
calculators, one per student

Connections
ISBN numbers 

Chapter 12 

Applications of Modular Arithmetic

Teaching
The chapter begins by reminding students that 
they have used modular arithmetic in ciphers 
(Chapter 2) without using that terminology. Prob-
lem 2 introduces multiplicative ciphers, which in-
volve reducing larger numbers than the additive 
(shift) ciphers of Chapter 2 did. 
 The characters in the story use several differ-
ent methods to reduce 154 mod 26. Before read-
ing about the methods in the book, ask students 
to solve the problem. Then, have them describe 
their methods to the class. After they have dis-
cussed their own methods, they can look over the 
methods in the book and see whether theirs are 
among them. 
 Ask students how they would use a calcula-
tor to fi nd a remainder. Some calculators are so-
phisticated enough to calculate whole-number 
remainders, but others are not. If a calculator di-
vides and expresses the quotient with a decimal 
remainder, it is an interesting problem to con-
vert the decimal remainder to a whole-number 
remainder. Ask students to solve a problem like 
154 mod 26 with a calculator, and discuss their 
solutions before they read the methods in the 
book.
 Encourage students to look for and use short-
cuts when working with modular arithmetic, such 
as Tim’s shortcut for multiplying mod 26 on text 
page 119. Large numbers can often be reduced 
to smaller numbers, making mental arithmetic 
a quicker way to solve some problems than us-
ing a calculator. For example, since 25 ≡ –1 (mod 
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26), multiplying by 25 then reducing is the same 
as multiplying by –1 then reducing. Most would 
agree the latter is easier. Similarly, multiplying 
by 24 then reducing is the same as multiplying by 
–2 then reducing. This shortcut is suggested, but 
students can use the method with which they are 
most comfortable. 
 Students may have a variety of ways to solve 
the calendar problems. Ask them to describe their 
solutions to the class. 

Related Topics
The “Do You Know?” in this chapter describes the 
system of International Standard Book Numbers 
(ISBNs). Ask students to check the ISBNs on a few 
other books and verify that the sum of the check 

equation is a multiple of 11. Then, show them 
a few numbers, and ask them to decide whether 
they are valid ISBNs or not. 
 Students might like to investigate and report 
on other non-secret codes and their check digit 
schemes. For example, the Universal Product Code 
(UPC) is a bar code that appears on most con-
sumer products. It also has a check digit scheme.

Website
The Cryptoclub website has a calculator that can 
reduce numbers in modular arithmetic. This is 
useful if you are doing several calculations. Stu-
dents can also use it to check calculations that 
they have done by hand or with a handheld 
calculator. 



After using addition to encrypt in Chapter 2, it is 
natural to ask whether we can make a cipher us-
ing multiplication. It turns out that multiplying 
by some numbers does make a reasonable cipher, 
but multiplying by others does not. For example, 
2 is not a good multiplier, since multiplying by 2 
gives only even numbers and encrypts some num-
bers the same. 
 This unit spans a wide spectrum of mathemat-
ics levels from Grades 5–8. Chapter 13 is suitable 
for all levels, while the skills used to crack the ci-
phers at the end of Chapter 15 are more advanced 
and include solving algebraic equations. 
 In Chapter 13, students complete multiplication 
cipher tables and look for patterns to predict which 
numbers make good keys (multipliers) for multipli-
cative ciphers. They decrypt using their tables. 
 Chapter 14 introduces modular inverses and 
uses them to decrypt multiplicative ciphers. It is 
natural to assume at fi rst that you can use divi-
sion to decrypt multiplicative ciphers. But, you 
can’t always divide in modular arithmetic since 
you might not get a whole number. In regular 
arithmetic, multiplying by the inverse of a num-
ber is the same as dividing by that number. In 
Chapter 14, we extend the idea of an inverse to 
modular arithmetic. We then multiply by modular 
inverses to decrypt. 

Unit 5 

Multiplicative and 
Affi ne Ciphers

 At the end of Chapter 14, students ap-
ply their skills to crack multiplicative ciphers 
when they don’t know the key. This involves 
looking for clues in the message and represent-
ing them in algebraic equations. The equations 
are solved in modular arithmetic similar to the 
way they would be solved in regular arithme-
tic. The context of cryptography helps students 
know that they are on the right track math-
ematically as a message that makes sense is 
revealed.
 In Chapter 15 the affi ne cipher is introduced, 
which combines addition and multiplication. 
The encryption formula for an affi ne cipher is 
like the formula for a straight line: Y = (mx + 
b) mod 26. Decrypting is straightforward when 
the key is known. When the key is not known, 
it is an interesting challenge to crack an affi ne 
cipher. Algebra students who have learned to 
solve systems of two equations in two unknowns 
are able to apply similar methods to crack affi ne 
ciphers.
 The “Do You Know?” sections of this unit 
are about passwords, the German Enigma cipher 
of World War II, and the biblical Atbash cipher, 
which is a substitution cipher. They are not di-
rectly related to the ciphers of the chapter, so 
students can read them at any time. 
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Summary 
Students explore multiplicative ciphers. They 
compute cipher tables using different keys (mul-
tipliers) and discover that not all numbers work 
well as keys—some keys encrypt some letters 
the same. In a class activity, students share the 
work of testing each number from 2 to 25 to see 
which make good keys. They conclude that the 
good keys are the numbers that have no factors 
in common with 26, that is, those that are rel-
atively prime to 26. The even numbers and 13 
have factors in common with 26, and they do not 
make good keys. Students compute cipher tables 
for several keys and use these tables to decrypt 
quotations. 

Math Content
multiplication (up to 2-digit by 2-digit numbers)
reducing mod n
division with remainder
factoring
relatively prime numbers

Key Vocabulary
good key
relatively prime

Materials
calculators

Chapter 13 

Multiplicative Ciphers

Connections
alphabets of different languages
passwords

Teaching
In the fi rst part of the chapter, students compute 
tables for various multiplicative ciphers. They can 
do this by multiplying each plaintext number by 
the key and then reducing mod 26, or they can 
use patterns such as skip counting to fi ll out the 
tables, subtracting 26 when necessary to keep the 
answer in the 0 to 25 range. For example, to mul-
tiply by 5 they would count: 5, 10 15, 20, 25, 30. 
Since 30 is out of range, they subtract 26 to get 
4 and then continue on counting by 5s: 4, 9, 14, 
and so on. 
 After students have completed Problems 1–4, 
they are ready to do the class activity, which ex-
plores which numbers are good keys. They will 
work in small groups or pairs, with each group 
checking a few numbers. Groups should work on 
different numbers so that they can pool their re-
sults and fi nd a pattern at the end. You can as-
sign each group their numbers or let them choose 
their own from a list of those not yet chosen. As 
faster groups fi nish, ask them to work on num-
bers not yet chosen until the class has tested all 
numbers up to 25.
 Groups should make multiplicative cipher 
tables using their assigned numbers as keys to 
decide whether their numbers make good keys. 
If every number from 0 to 25 appears once in the 
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product row, the key is good. If there are repeated 
numbers, the key is bad because it would encrypt 
some letters the same way. The numbers 0, 1, 2, 
3, 5, and 13 don’t need to be assigned since 0 and 
1 are obvious and the tables for 2, 3, 5, and 13 
have already been computed in Problems 1–4. 
 To keep products low as they multiply by large 
keys, remind students that they can multiply by 
equivalent smaller numbers. For example, 25 is 
equivalent to –1. It is much easier to multiply by 
–1 than by 25. Using this, they can compute that 
25 × 8 ≡ –1 × 8 ≡ –8 ≡ 18 (mod 26). This idea was 
introduced as a shortcut in the previous chapter 
(text page 119) and is also used in Problem 8d of 
this chapter.
 Put the numbers 2–25 on the board, and ask 
groups to write “yes” or “no” beside their assigned 
numbers as they decide whether the numbers are 
good keys, as in the table below. As the results 
are posted, ask students to look for a pattern. 
Students will often guess that “even numbers are 
bad, and odd numbers are good.” Point out that 
13 is an odd number that is bad, so that guess 
isn’t quite correct. 

Number Good Key?

2 no

3 yes

4 no

5 yes

6 no

etc. etc.

 The correct pattern is that the good keys are 
the numbers that are relatively prime to 26, the 
size of the alphabet. For languages that have a 

different size alphabet, the good keys will be 
different.
 Problem 7 asks students to investigate alpha-
bets of different languages to determine which 
numbers are good keys for those languages. Rus-
sian, Korean, and Arabic are explored in this 
problem. Ask students whether their families 
speak other languages, and then ask how many 
letters are in the alphabets of those languages. 
Ask students to fi nd good keys for any languages 
that have a different number of letters than those 
investigated so far.
 The chapter ends with several encrypted quo-
tations. Students can decrypt these using their 
multiplicative cipher tables, reading from bottom 
to top. Although the quotations were encrypted 
by multiplying, it might surprise students that 
not all letters can be decrypted by dividing. That 
is because division doesn’t always give a whole 
number. The next chapter will introduce modular 
inverses, which will be used to decrypt messages 
instead of using the tables.

Related Topics
The “Do You Know?” of this chapter is about com-
puter passwords. You might ask the class to make 
a class list of places where they have needed to 
use passwords. 

Website
There is a multiplicative cipher program on the 
website that can encrypt using a key you choose. 
The cipher program decrypts using modular in-
verses, which will be discussed in the next 
chapter. 
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Summary
In this chapter students fi rst review multiplica-
tive inverses in regular arithmetic. Then, they 
explore inverses in modular arithmetic. Although 
modular inverses are not as easy to fi nd, they 
share the important property of all inverses: 
Multiplying by a number and then multiplying 
by its inverse gives you back what you started 
with. This makes inverses useful for decrypting 
multiplicative ciphers. After decrypting messages 
using inverses, students crack messages when 
the key is unknown. This involves using algebra 
to solve equations obtained from clues in the 
messages.

Math Content
multiplicative inverses in regular arithmetic and 

in modular arithmetic
using inverses to solve equations
factoring 
reciprocals
relatively prime numbers

Key Vocabulary
multiplicative inverse
reciprocal
modular inverse

Materials
calculators, one per student 

Chapter 14 

Using Inverses to Decrypt

Connections
World War II
German Enigma Cipher

Teaching
Begin by asking students to think about how they 
would decrypt multiplicative ciphers. Remind 
them that when they added to encrypt (in Chap-
ter 2), they could subtract to decrypt. Students 
will probably suggest that when they multiply to 
encrypt, they can divide to decrypt. But this is 
not always possible in modular arithmetic, since 
we only use whole numbers. 
 Ask students to try out the hypothesis that 
division can be used to decrypt. They can look 
at some of the cipher tables that they computed 
in the previous chapter or at the times-3 cipher 
table on text page 137. In the times-3 cipher, for 
example, letters at the beginning of the alphabet 
can be encrypted and decrypted with multiplica-
tion and division. But, letters after j in the al-
phabet are encrypted with numbers that are not 
divisible by 3, so you can’t divide to get back 
what you started with.
 The characters in the story try a few examples 
and conclude that “there is more to think about.” 
This introduces a review about inverses in regular 
arithmetic. 
 The reciprocal of a number—the fraction ob-
tained by writing 1 divided by the number—is 
probably the fi rst inverse that students encoun-
ter in their mathematical studies. However the 
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concept of inverse—something that, when mul-
tiplied by the original, yields the identity (which 
in this case is 1)—comes up in many other places 
in mathematics. The next inverse about which 
they will probably learn in their mathematical 
studies is the inverse of a matrix. Seeing the 
concept of inverse used in different situations 
helps students solidify their understanding of the 
meaning of inverse and the way it is used to solve 
problems.
 You may want to create and post a class list 
of modular inverses as students discover inverse 
pairs. This way, they can refer to it as they de-
crypt, for example, during Cipher Tag. This list 
will also be useful when they decrypt affi ne ci-
phers in the next chapter.
 Here is a list of pairs of numbers that are in-
verses mod 26:

1 and 1
3 and 9
5 and 21
7 and 15
11 and 19
17 and 23
25 and 25

 Not all numbers have inverses. Those that do 
are the odd numbers except 13—these are the 
numbers that are relatively prime to 26. These are 
the same numbers found to be good keys in the 
previous chapter. That makes sense—it means 

that any message encrypted by multiplying by a 
good key can be decrypted (by multiplying by the 
inverse of the key).
 At the end of the chapter, students crack 
messages when they do not know the keys. Since 
a multiplicative cipher is a type of substitution 
cipher, some letters can be guessed using fre-
quency analysis. But, if the message is short, this 
probably won’t give enough information to guess 
all the letters. However, knowing a few letters 
helps to write equations that can be solved us-
ing algebra and inverses. This activity combines 
many skills, and students will feel a sense of ac-
complishment when they complete it.
 In Chapter 19, we discuss methods for fi nding 
inverses in more detail and consider inverses in 
different mods, not just mod 26. 

Related Topics
Students should be able to fi nd a lot of informa-
tion written about the German Enigma Cipher dis-
cussed in the “Do You Know?” of this chapter. A 
website that can get them started is the National 
Security Agency’s site, http://www.nsa.gov. 

Website
The calculator on the Cryptoclub website has a 
button for computing modular inverses.



Summary
Students combine addition and multiplication 
to make ciphers. First, they encrypt and decrypt 
when the affi ne key is known. Then, they crack 
ciphers with unknown keys by using algebra to 
solve systems of linear equations. 

Math Content
multiplication
reducing mod 26
using inverses
linear equations
solving two equations in two unknowns 

(optional)

Key Vocabulary
affi ne cipher
(m, b)-affi ne cipher
key 

Materials
calculators, one per student

Connections
the biblical cipher Atbash

Teaching
There are several places where the text tells how 
to solve certain problems, but we suggest that, 

Chapter 15 

Affi ne Ciphers

before reading together the book’s solutions, you 
fi rst ask your students to think about how to 
solve the problems themselves. For example,

• After discussing together the encryp-
tion steps for encrypting with an
(m, b)-affi ne cipher—multiply by m 
and add b, then reduce mod 26—ask 
students to suggest a mathematical for-
mula that matches these steps, before 
the book tells that this formula is Y = 
(mx + b) mod 26.

• When introducing the idea of decrypt-
ing, ask students how they would de-
crypt a message that had been encrypt-
ed with an affi ne cipher, before the 
book tells them to subtract b and then 
multiply by the mod 26 inverse of m. 

• When reading how Peter and Tim break 
the girls’ cipher by using the clue about 
2 PM, ask the students if they can fi nd 
any clues in the girls’ message that 
would help them break the cipher. Do 
this before reading what Peter and Tim 
did.

 In the last section of the chapter, the char-
acters in the story crack a message when they 
don’t know the key. If your students have solved 
linear equations in math class, then they have 
the background needed for this section. If not, 
you can make the section optional and encourage 
them to crack the messages in Problems 9–11 as a 
challenge. Here are a few tips for cracking affi ne 
ciphers:

Chapter 15: Affi ne Ciphers T51
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• If your students have studied the topic 
of solving two linear equations in two 
unknowns, they may already know at 
least three methods for solving such 
systems of equations: graphing, sub-
stitution, and subtracting a multiple 
of one equation from another. The sub-
traction method works well for fi nding 
m and b to crack affi ne ciphers. Sim-
ply subtracting one equation from the 
other will always eliminate b because 
the constant term in each equation is 
always b. 

• In the example presented in the book 
(text pages 148–149), the problem re-
duces to solving the equivalence 15 ≡ 
3m (mod 26). The solution to this is m 
= 5, which is the same in both modular 
arithmetic as it is in regular arithme-
tic. This problem is solved in the book 
by multiplying both sides by 9, which 
is the inverse of 3. It could also have 
been solved by dividing both sides by 
3, but division will not always work 
to solve equivalences. For example, an 
equivalence such as 4 ≡ 3m (mod 26) 
cannot be solved by dividing both sides 
by 3, since 4/3 is not a whole number. 
Multiplying by the modular inverse will 
always work. 

• In cracking the messages in the story, 
enough was known about the messages 
that certain letters could be correctly 
guessed. In one message, the boys fi g-
ured out that 2 ZK was probably the 
starting time of the party and that, 
therefore, ZK was probably the encryp-
tion of PM. In another message, the 
words at the end were assumed to be 

names, and that helped the girls to know 
a few letters. Another way to get a few 
letters of a message is to use frequency 
analysis. After you know a few letters, 
you can use them to fi nd equivalences 
and then solve the equivalences to get 
a formula for the rest of the letters.

• If you or other students prepare affi ne 
messages to challenge each other, the 
messages should contain a few words 
that cannot be guessed by frequency 
analysis. For example, if a message in-
cludes words that can be decrypted 
more than one way, such as Tim and 
Tom, students have to fi gure out the 
key to be sure which is the correct de-
cryption. 

Cracking affi ne ciphers when the key is not known 
is a challenge that uses many mathematics skills. 
You can suggest that student groups prepare 
messages and place them in the Message Center 
for other groups to crack. Students who succeed 
at cracking the extra messages should feel proud 
of their achievement. 

Related Topics
The “Do You Know?” of this chapter is about the 
Atbash cipher, which is a form of substitution ci-
pher that occurs in the Hebrew bible.

Website
The Cryptoclub website has a program to help en-
crypt and decrypt affi ne ciphers when the key is 
known. After students correctly encrypt or de-
crypt the fi rst few letters of a message, the ma-
chine will do the rest.



In the next unit, we examine RSA, which is a 
powerful modern-day cipher. RSA involves rais-
ing a number to a large power and reducing in 
modular arithmetic. Encrypting with RSA involves 
large prime numbers. This unit explores primes 
and powers in preparation for studying RSA. How-
ever, you can teach this unit as part of a number 
theory unit whether or not you continue on to 
Unit 7.
 Chapter 16 focuses on fi nding large prime 
numbers. It is hard to recognize whether a num-
ber is prime—if it is big and odd, students often 
assume it is prime. They can test other numbers 
to see whether they are factors of the number, 
but how do they know when they have tested 
enough? If they don’t fi nd factors among those 
they test, how can they be sure there aren’t 
any among those they haven’t tested? This 

Unit 6 

Math for Modern Cryptography

chapter investigates these questions and devel-
ops systematic ways to fi nd prime numbers. It 
also examines some of the research questions 
mathematicians have explored about prime 
numbers. 
 Chapter 17 involves exponents in modular 
arithmetic. It explores the problem of working 
with large numbers on a calculator. When we raise 
a number to a power, the answer can be too large 
for the calculator to display in standard notation. 
The calculator changes to scientifi c notation, 
but this involves rounding the number, making 
modular arithmetic impossible. To get around this 
problem, we can raise the number to smaller pow-
ers fi rst and reduce before the answer gets too 
large for the calculator. Exploring the questions 
in this unit helps students to develop fl exibility 
in working with exponents. 
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Summary
In this chapter, we investigate shortcuts for test-
ing whether a number is prime. The Sieve of Era-
tosthenes is explored as a method for fi nding all 
prime numbers within a chosen range. The ques-
tion of whether there is a largest prime number 
is discussed, with the conclusion that there are 
infi nitely many prime numbers. Finally, special 
numbers are investigated: twin primes, Mersenne 
numbers, and Sophie Germaine primes, which 
have lead to the discovery of very large prime 
numbers. 

Math Content
factors, multiples, primes, and composites 
effi cient ways to test for primes
Sieve of Eratosthenes
counting prime numbers 
variables and formulas
special primes: twin, Mersenne, and Sophie

 Germaine primes
Goldbach Conjecture
square root
googol

Key Vocabulary
Sieve of Eratosthenes
twin primes
Mersenne numbers
Sophie Germaine prime
googol
Goldbach Conjecture

Chapter 16 

Finding Prime Numbers 

Materials
calculators, one per student

Connections
Great Internet Mersenne Prime Search (GIMPS)
mathematics research

Opener
Begin by putting a large number on the board 
and asking whether it is prime. A number such as 
1517 is a good choice. Since 1517 = 37 × 41, its 
factors won’t be easily guessed and it will “look 
prime” to many students. Ask students to give 
reasons for their answers. If anyone was able to 
factor this number, ask them how they did it and 
what other numbers they checked before fi nding 
the factors. Many students will probably give up 
before reaching a conclusion. At this point, they 
will be interested in learning effi cient ways to 
test whether a number is prime. Tell them you 
will return to 1517 later.

Teaching 
Students often think that if a number is big and 
unfamiliar looking, it must be prime. The task of 
checking whether it has any factors besides itself 
and one seems at fi rst to be overwhelming. But, 
to check whether a number has any other factors, 
they only have to test the prime numbers less 
than the number. And, in fact, they only have to 
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check the primes less than the square root of the 
number. This means that you can test whether 
a number like 1517 is prime by testing only the 
prime numbers less than 39 to see whether they 
divide 1517 evenly—there are only 12. By ef-
fi ciently checking for divisors, students will be 
able to fi nd that many numbers that “look prime” 
are not.
 You can introduce these ideas by having stu-
dents take turns reading the dialogue in the text 
as the characters in the story discover the short-
cuts for testing for primes. Or, you can lead a 
classroom discussion in which the class fi gures 
out those shortcuts themselves, using the conver-
sation of the Cryptokids as a model. 
 To lead a conversation similar to that in the 
book, ask students whether 149 is prime. It is, 
but ask students how they can be sure. Ask how 
they can check in a systematic way. They will 
probably suggest trying 2, 3, 4, … and so on 
to look for divisors of 149. Let the class do this 
together:

• First check 2. It does not divide 149.

• Check 3. It does not divide 149.

• Begin to check 4, but encourage stu-
dents to conclude that they don’t need 
to check 4 since a number divisible by 
4 would already have been found to be 
divisible by 2.

• Encourage students to conclude that they 
only need to check prime numbers.

• Encourage them to conclude that they 
only need to check up to the square 
root of 149 (see Jenny’s reasoning on 
text page 157).

 To reinforce these ideas, ask students to take 
turns reading the roles of the characters in the 
book to see how the Cryptokids discuss shortcuts 
for testing for primes.
 After exploring the shortcuts for prime test-
ing, you can return to the number from the 
opener, 1517, and systematically test whether it 
is prime. Students will be able to factor it after 12 
divisions, since its smallest factor, 37, is the 12th 
largest prime number.
 The next topic covered in the text is the Sieve 
of Eratosthenes. This is a method for effi ciently 
generating a list of all primes in a chosen inter-

val. This method again uses the idea that, when 
testing for primes, they only need to check up to 
the square root.
 The chapter continues with a discussion of 
the number of primes. Before reading the conver-
sation in the book, ask students how many primes 
they think there are. Is there a largest prime or 
are there infi nitely many primes? If there is a 
largest prime, what is it? How do they know there 
are not more? If there are infi nitely many primes, 
how do they know that? After hearing their ideas, 
ask them to take turns reading the roles of Peter 
and Lilah as they talk about these questions.
 The fi nal section is about a few special types 
of prime numbers that are expressed using formu-
las. Making lists of some of these numbers gives 
students the opportunity to work with formu-
las in which the variable n has different values, 
instead of just being a place holder for a single 
number. 
 Problem 10 challenges students to fi nd a large 
prime number. It is up to them to decide how 
large they want it to be. Ask students to explain 
how they know the number is prime. Remind 
them that just because they can’t fi nd divisors, 
that doesn’t mean there aren’t any. They should 
test primes up to the square root of their number 
to be sure. You can use the prime tester on the 
Cryptoclub website to quickly confi rm that the 
proposed answers are prime. 

Related Topics
This chapter is an opportunity for students to 
see that there are still unanswered questions in 
mathematics. No one knows whether there are 
infi nitely many twin primes or infi nitely many 
Mersenne primes. No one knows whether the 
Goldbach Conjecture is true or false. Students of-
ten view mathematics as a subject in which all 
the answers are already known, and they are sur-
prised that there are mathematicians doing re-
search today to further develop the fi eld. 
 Some mathematics research problems are too 
hard to explain in simple terms. But some, such as 
the Goldbach Conjecture, are easy to state so that 
students can understand them. Learning about 
such unsolved problems can be very motivating 
to some students. A very well-known example is 
Fermat’s Last Theorem, which was solved in 1993 
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by a mathematician, Andrew Wiles, who had fi rst 
heard about it when he was ten years old. He 
made the decision at that time to learn enough 
mathematics to solve the problem, and 30 years 
later he succeeded. 
 You can ask students to report on other un-
solved problems in mathematics.
 The “Do You Know?” of this chapter is 
about the Great Internet Mersenne Prime Search 
(GIMPS). This project is responsible for discover-
ing several prime numbers that were the largest-
known primes at the time they were discovered. 
The current largest-known prime keeps chang-
ing. You can ask students to research and report 
on the largest-known prime(s) that have been 
discovered since the Cryptoclub book went to 
press.
 If you think your class might like to par-
ticipate in the GIMPS project to search for the 
next largest prime, we recommend the article 
listed below, which describes a fi fth-grade class’s 
participation. 

Website 
After students have used the Sieve of Eratosthe-
nes by hand to fi nd prime numbers, they can go 
to the Cryptoclub website to use the Sieve of Era-
tosthenes program to work with larger numbers. 

The Math Tools section of the site will also tell 
whether a given number is prime or not. 

Recommended Reading
Jeffrey Wanko and  Christine Venable. “Inves-
tigating Prime Numbers and the Great Internet 
Mersenne Prime Search.” Mathematics Teaching in 
the Middle School 8 (October 2002): 70–76. 
 This very interesting article describes class-
room activities for exploring large prime numbers. 
One activity for helping students understand large 
numbers is to write out a many-digit number on 
index cards, with three zeros per card and then 
place the cards together end-to-end to represent 
the number. Students in the article placed cards 
in the hallway and were only able to fi t 1440 dig-
its before running out of room—the largest prime 
number known at the time had 2,000,000 digits! 
This article also describes one class’s participation 
in current mathematical research by signing up 
for the Great Internet Mersenne Prime Search.
 The Prince of Mathematics: Carl Friedrich 
Gauss, by M. B. W. Tent (A K Peters, Ltd., 2005). 
 This biography of Gauss is enjoyable read-
ing for all ages, particularly intended to inspire 
young readers. It describes some of the mathe-
matics problems Gauss solved as a child, as well 
as his achievements as an adult.
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Summary
Students raise numbers to powers and reduce in 
modular arithmetic. They discover that the ex-
ponent key on their calculators won’t help be-
cause the answer is usually larger than the cal-
culator can handle without rounding, which 
loses information needed to correctly reduce 
the answer. Students explore ways to avoid this 
round-off problem. They compute powers by re-
peatedly multiplying smaller numbers and reduc-
ing before the answers get too big. They use a 
method of repeated squaring to solve the prob-
lems with fewer multiplications. As they work to 
solve the problems, they reinforce their under-
standing of exponents and develop fl exibility in 
calculations.

Math Content
scientifi c notation on calculators
exponents
computing powers by repeated squaring
modular arithmetic 

Materials
calculators, one per student

Connections
passwords

Chapter 17 

Raising to Powers

Teaching

When a number is raised to a power and reduced 
in modular arithmetic, the answer is usually much 
larger than the fi nal answer will be after it is re-
duced. Although the calculator can handle the 
fi nal answer without problems, it doesn’t have 
enough space to display the larger intermediate 
answers. It switches to scientifi c notation to dis-
play large numbers but, in the process, it rounds 
the numbers and loses information needed to 
reduce. 
 To introduce the issues of the chapter, ask 
students to compute 1823 mod 55 , the number 
Dan and Tim work with in the book. Discuss their 
calculations and the problems that occur before 
reading the book’s account of Dan and Tim’s 
calculations. 
 The students’ fi rst step probably will be to 
compute 1823 using calculators. Their calculators 
will use scientifi c notation to display the answer 
because it is too big to display in standard nota-
tion. Be sure that they understand how to con-
vert the answer in their calculator window to a 
number in standard notation.
 Next, ask them to reduce their answer mod 
55. Do they notice that there is a problem doing 
this? When the calculator switched to scientifi c 
notation to display the large number, it had to 
round the number. But, the rounded number is 
an estimate of the original number, so reducing 
the rounded number won’t give the same answer 
as reducing the original number.
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 Ask students to suggest a different way to 
solve this problem that avoids large numbers. 
Someone might suggest repeatedly multiplying 
by 18 and reducing after each multiplication so 
that the numbers don’t get too big. If not, then 
you can suggest this. They will probably agree 
that computing1823 this way takes too many mul-
tiplications to do comfortably, so you can next 
introduce the method of repeated squaring. 
 In modular arithmetic, the usual methods for 
raising to powers either don’t work on the calcula-
tor or are too time consuming. This chapter reminds 
us that it is good to develop a variety of ways to 
solve problems so that effective ways can be chosen 
when needed. Here is a summary of the main ideas 
of this chapter that help to solve the problems: 

• Raising the numbers to small powers 
fi rst and then reducing before the an-
swers get too big avoids round-off er-
ror.

• When the exponent is a power of two, 
squaring is a quick way to compute big 

powers from smaller powers, e.g. x4 = 
(x2)2 ; x8 = (x4)2; x16 = (x8)2.

• When the exponent is not a power of 
two, powers can be computed by com-
bining results for smaller powers of two: 
x23 = x16 × x4 × x2 × x1.

Related Topics
The “Do You Know?” of this chapter is a reminder 
to be careful with password use. 

Website
The calculator on the Cryptoclub website can 
handle larger numbers than a handheld calculator 
without problems from round-off error. But, all 
calculators and computers have limits on the size 
of the numbers that they can handle and need al-
ternative methods for numbers that exceed their 
limits.



In the mid 1970s a new kind of cryptography 
was developed—public-key cryptography—which 
changed the way people could send messages.  It 
allowed users to communicate without previously 
agreeing on a secret key. This chapter introduces 
the basic ideas of public-key cryptography and 
focuses on the RSA cipher, a powerful public-key 
cipher used for Internet security today.
 RSA involves raising numbers to powers and 
reducing in modular arithmetic.  It uses large 
prime numbers, and cracking it involves factor-
ing large numbers. The security of RSA relies on 
the fact that large numbers are diffi cult to factor. 
The application of prime numbers and factoring 
to cryptography has created renewed interest in 
these topics and has spurred mathematics re-
searchers to seek effi cient ways to test for pri-
mality and to factor numbers. 

Unit 7 

Public-Key Cryptography

 Working with RSA is an opportunity for stu-
dents to practice and expand what they know 
about prime numbers and factoring, work with ex-
ponents in a fl exible way, and learn about some of 
the issues involved in modern-day cryptography.
 Chapter 18 introduces public-key cryptogra-
phy and describes the RSA cipher as an example. 
RSA uses modular inverses to compute its decryp-
tion key, so Chapter 19 revisits modular inverses 
and considers examples when the modulus is dif-
ferent from 26. In Chapter 20, the fi nal chapter, 
students choose their own public and private RSA 
keys. RSA is slow to implement because it involves 
long calculations, so it is often combined with 
another cipher. In this chapter, students combine 
RSA with the Vigenère cipher, using the Vigenère 
cipher to encrypt the messages and RSA to en-
crypt the Vigenère key. 
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Summary 
Public-key cryptography is introduced, and the 
RSA cipher is described. Students encrypt and 
decrypt a few short messages with RSA. Small 
numbers are used so that the computations are 
manageable. 

Math Content
prime numbers
modular inverses
raising numbers to powers and reducing in modu-

lar arithmetic
relatively prime numbers
factoring

Key Vocabulary
public-key system
RSA cipher
encryption key
public key
decryption key
private key

Materials
calculators, one per student

Connections
mathematics research: large prime numbers and 

factoring

Chapter 18 

The RSA Cryptosystem

Teaching
Introduce the idea of public-key cryptography by 
asking students how they would send a message 
to someone who didn’t know in advance what key 
would be used. How would they let that person 
know the key? They couldn’t just send it in an-
other message—if the original message could be 
intercepted, the one with the key could be too. 
Public-key ciphers avoid the problem of how to 
send a key by eliminating the need to send it. 
This makes public-key ciphers fundamentally dif-
ferent from the ciphers about which they have 
learned so far. 
 Have the class read the story at the begin-
ning of the chapter, which summarizes public-
key cryptography and introduces the RSA cipher. 
RSA was the fi rst public-key cipher developed, 
and it is still in use today. 
 The problems in this chapter only ask students 
to do a few calculations because the calculations 
with RSA can be unexpectedly long. For example, 
although encrypting with the key (55,7) used in 
this chapter is not diffi cult—raising to the sev-
enth power can be done easily on a calculator—
decrypting is more involved. Decrypting involves 
raising to the 23rd power, which usually requires 
special methods to avoid calculator round-off er-
ror, such as those from the previous chapter. 
 After students explore methods for fi nding in-
verses in Chapter 19, they will be ready to choose 
their own public and private RSA keys. They will 
choose their keys and send their own messages in 
Chapter 20. 
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Related Topics
It might surprise students to learn that comput-
ers cannot do everything. Some problems are too 
long to solve, even with a computer. Factoring and 
prime testing of large numbers are such problems. 
The quest for better cryptography techniques has 
spurred renewed interest in mathematical re-
search of problems such as these. This chapter 
is an opportunity to remind students that new 
methods to solve mathematics problems continue 
to be discovered.
 The “Do You Know?” of this chapter discusses 
the many uses of cryptography in today’s world. 
Begin a class list of places students and their 
families notice cryptography being used in every-
day transactions. 

Website
The Cryptoclub website has a calculator that can 
raise numbers to powers and reduce in modular 

arithmetic, avoiding overfl ow problems. It can 
also fi nd modular inverses. 

Recommended Reading
The Code Book: The Evolution of Secrecy from Mary 
Queen of Scots to Quantum Cryptogrphy, by Simon 
Singh (Doubleday, 1999). 
 This book gives an interesting account of 
the development of cryptography through the 
ages, including the development of public-key 
cryptography. 
 Crypto: How the Code Rebels Beat the Gov-
ernment—Saving Privacy in the Digital Age, by
Steven Levy (Viking, 2001).
 This book tells how a group of mathemati-
cians and programmers went outside the normal 
government security channels to make strong en-
cryption available for ordinary people. It gives a 
very interesting account of the struggle between 
the government’s need for security and individual 
citizens’ rights to privacy in the age of technol-
ogy. The level of the book is for older readers.



Summary
Students review what they learned in Chapter 14 
about inverses. They explore ways to fi nd inverses 
mod n for different values of n.

Math Content
reducing mod n
relatively prime 
effi cient trial and error methods to fi nd inverses 

mod n

Key Vocabulary
inverse

Materials
calculators, one per student 

Connections
Thomas Jefferson and James Madison

Teaching
In order to decrypt the RSA cipher, students will 
need to fi nd the inverse of their encryption key. 
In this section, we present a few trial-and-error 
methods for fi nding modular inverses that will 
work for the relatively small numbers that stu-
dents use here. 

Chapter 19 

Revisiting Inverses in Modular 
Arithmetic

One benefi t of fi nding modular inverses through 
these trial-and-error methods is that it solidifi es 
students’ understanding of what an inverse is. In 
fact, the task of fi nding a modular inverse is a 
multi-step problem that reinforces understand-
ing of several concepts: divisibility, remainder, 
inverse, and relatively prime numbers. The goal 
of shortening the task, as Jenny and Evie do in 
the story, sharpens their understanding of the 
issues. 
 There is a method (the Extended Euclidean 
Algorithm) that can be used to compute inverses 
directly, but it is beyond the scope of this book. 
Motivated students could research this method 
and learn how to use it.

Related Topics
The “Do You Know?” of this chapter is an amus-
ing anecdote about a message sent from Thomas 
Jefferson to James Madison a few years after the 
nation’s founding. It reminds us that even great 
leaders can be forgetful. 

Website
The trial-and-error method of fi nding modular in-
verses is cumbersome for large numbers. Students 
who use large numbers for their RSA keys can use 
the modular calculator on the Cryptoclub website 
to help fi nd the inverses they need. 
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Summary
In this chapter students choose RSA keys and set 
up a classroom public-key directory. Then, they 
combine the RSA and Vigenère ciphers to send 
messages. They use RSA to encrypt and decrypt 
keywords, which they use with the Vigenère ci-
pher to encrypt and decrypt messages. 

Math Content
exponents
modular inverses
reducing in modular arithmetic
raising numbers to powers 

Materials
calculators, one per student
Vigenère square (inside cover) or cipher wheel, 

one per student

Connections
British discovery of public-key cryptography

Teaching
In this chapter students use the RSA cipher. First, 
they choose their public encryption keys and list 
them in a class directory so that they can send 
each other messages. They also fi nd their corre-
sponding private decryption keys, but they don’t 
put them in the directory. It is a good idea for 

Chapter 20 

Sending RSA Messages

students to work with partners so they can check 
their calculations. 
 In the beginning, students should use small 
values for p and q in their keys so that the cal-
culations are easier. After awhile, some students 
may realize that when p and q are small, then n 
= p × q is easy to factor and their decryption keys 
can be fi gured out by others. When they want 
to make keys that are harder to fi gure out, they 
can choose larger prime numbers with which to 
work. 
 The next step is to use RSA to encrypt and de-
crypt messages. One drawback of RSA is that the 
calculations can take a long time. For this reason, 
cryptographers sometimes combine ciphers, using 
a faster cipher to encrypt the message and RSA 
to encrypt a keyword for that cipher. That way 
they get the advantage of RSA—they don’t need 
to worry about how to secretly get the keyword to 
the receiver—without the disadvantage of lengthy 
computing time. In this chapter, we combine RSA 
and the Vigenère cipher in this manner. Recall 
that the Vigenère cipher needs a keyword to tell 
you how to set the wheels. We use the Vigenère 
cipher to encrypt messages and RSA to encrypt 
the keyword. After students do the problems in 
the book, they can combine RSA with some of the 
other ciphers that they have learned.
 The surprising thing about public-key ciphers 
such as RSA is that the keys can be listed in a 
directory for everyone to see. Using the classroom 
directory to send messages will help students un-
derstand this feature. To send a message to an-
other group, students fi rst encrypt it with their 
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favorite cipher. Then, they look up the group’s 
public key in the directory and encrypt that ci-
pher’s key or keyword using RSA and the group’s 
public key. The message can be posted for all to 
see, but no one will know the keyword to decrypt 
unless they know the private RSA key. 
 Students who want to explore RSA more deep-
ly can investigate other ways to assign letters to 
numbers. We have used the simple method of as-
signing a = 0, b = 1,…, and so on, but with this 
method, RSA is essentially a substitution cipher—
it substitutes the values calculated by the RSA 
encryption formula for each letter. So, in spite of 
the sophisticated RSA calculations, our messages 
can be cracked with frequency analysis if they are 
long enough. To avoid this problem and get the 
full power of RSA, a different method is needed to 
change letters to numbers. In serious applications 
of RSA, a method is used that changes a block of 
letters to a many-digit number. 

Related Topics
The “Do You Know?” in this chapter is about the 
British discovery of public-key cryptography. It is 
another example of how people throughout his-
tory have made important contributions but did 
not receive credit for their work. Because of the 
secrecy involved with cryptographic work, this is 
a common occurrence.

Website
After students understand the formulas of RSA, 
you can encourage them to work with large 
numbers so that their keys are more diffi cult to 
factor. Making and breaking each others’ codes 
involves fi nding large prime numbers, factoring 
large numbers, and fi nding modular inverses. 
The calculator on the Cryptoclub website can 
help. 
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In this section we describe three variations of 
treasure hunts—two types of classroom hunts 
and one electronic hunt. In each hunt, students 
follow a trail of clues to fi nd some sort of treasure 
at the end, but the hunts differ in the amount of 
preparation needed to implement them. You can 
do all three at different times and repeat them 
with different clues. 
 The classroom hunts involve clues that are 
hidden in the classroom or on the playground. 
In the fi rst type of hunt, you make and hide the 
clues. In the second type, the students make and 
hide the clues. In each case, you need to hide a 

Treasure Hunts

small “treasure” at the fi nal location. It is fun if 
you put the treasure in some mysterious box that 
resembles a small pirate’s chest. Treasures can be 
gold foil-wrapped chocolate coins or more practi-
cal rewards such as pencils. It is good to have 
enough for everyone to share, not just a prize for 
the fi rst group that fi nds the treasure. 
 The third and easiest for you to use is the 
online “Stormy Night Treasure Hunt” that is on 
the Cryptoclub website, since it is already pre-
pared. This is an animated adventure that stu-
dents progress through by decrypting clues at the 
computer. 
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In this type of hunt, you choose the hiding places 
and make the clues that describe them. In each 
hiding place, you leave an envelope containing 
copies of the clue (one for each student or group) 
that describes the next location, encrypted with 
a cipher you want your students to practice us-
ing. During the hunt, you can have each group 
solve every clue and progress through the hunt 
at their own pace. Or, you can have the class 
work together, with groups solving parts of each 
clue and sharing their results with the class. 
This way, the class progresses through the hunt 
together.

 Here are two ways groups can progress 
through the hunt:

• Groups solve clues at their own 
pace. In this type of hunt, each group 
solves every clue. To avoid the prob-
lem of everyone crowding around the 
same location and seeing where oth-
er groups go next, consider stagger-
ing their starting locations. Group 1 
starts at Location 1, Group 2 at Loca-
tion 2, and so on. You can think of the 
clues as being part of a big circle, with 
groups starting and ending at differ-
ent places in the circle. When groups 
fi nish, they bring their clues to you 
as proof they have visited every loca-
tion, and you then give them a fi nal 
clue that describes the location of the 
treasure.

• Class progresses through the hunt 
together. In this method, the groups 
share the work of decrypting the clues. 
Divide each clue into parts and write 
the parts on separate slips of paper—
one part for each group. Each group 
decrypts their part of the clue, then 
the groups read their parts aloud to 
hear the whole clue. For example, here 
is a clue divided into parts for four 
groups:

 Group 1: The fi rst place that
Group 2: you should look is
Group 3: where you can go
Group 4: to get a book. 

 By dividing up the clue, the information 
learned by each group is not enough to 
reveal the next location—the book-
case—until it is combined with all parts 
of the clue. This helps keep the class 
together.

Materials
treasure (in a “treasure chest”)
envelopes, one for each location
clues, at least one copy of each clue for each 

group, preferably one for each student (“Teach-
er-Made Treasure Hunt Clues,” six pages in 
Blackline Masters, contain clues for a sample 
teacher-made classroom hunt with clues divid-
ed into parts for four groups.)

Teacher-Made Hunts
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Preparation
1. Choose fi ve or six locations and prepare 

clues that describe them. 

2. Place copies of each clue in an envelope 
labeled with that clue’s number. (It helps 
to write a note to yourself on the back 
of the envelope that reminds you where 
you plan to hide the clue—in the loca-
tion described by the previous clue.)

3. At each location, hide the clue that de-
scribes the next location. Hide the trea-
sure at the fi nal location.

4. Start the hunt by distributing Clue 1 to 
all the groups. 

Tips
• It is good if each student has a copy of 

the clue to write on. If groups work on 
different parts of the clue, clip together 
copies of the parts to make clue packets 
for each group. Label each clue packet 
with the group’s number. 

• If your hunt is in a large area, it is 
better to have groups solve full clues 
than to have the class work together 
to solve them, since it will be hard to 
keep the class together to share their 
answers.

• Use the Cryptoclub website to help you 
encrypt your clues quickly. Also, if 
your students will have computer ac-
cess during the hunt, choose the com-
puter as one of your locations and put 
a clue on the website’s Message Board 
for them to retrieve electronically. 
You can make this clue longer since 
they have the tools of the site to help 
decrypt. 

• The Vigenère cipher can cause problems 
if clues are divided into parts for groups 
to solve. This is because students will 
naturally write the keyword above the 
fi rst letter of their part of the clue, 
but this might not match the way you 
encrypted the message if you started 
the keyword at the beginning of the 
clue. 
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After students have participated in a teacher-made 
hunt, they may enjoy writing and hiding their 
own clues. Student-made hunts take less prepara-
tion on your part, and students enjoy using their 
creativity to choose and describe the locations. It 
spoils the fun if they know too many of the clues 
in advance, but if each group makes and hides 
only one clue, there will still be enough clues they 
don’t know to make the hunt enjoyable. However, 
careful coordination is needed so that everyone 
understands which clue they will hide. 
 To organize the hunt, divide the class into 
fi ve or six groups, and assign the groups num-
bers: Group 1, Group 2, etc. Each group chooses 
a secret spot and describes it in a clue, but they 
don’t hide their own clue in that spot. Instead, 
they give their clue (in a sealed envelope) to the 
group whose number is one less than theirs. Then, 
they hide the envelope containing the clue from 
the group whose number is one more than theirs 
in their secret spot. (Group 1 gives their clue to 
the teacher. The last group hides the fi nal clue, 
which is prepared by the teacher.)

Materials
treasure (in a “treasure chest”)
envelopes, one for each group
copies of “Make-Your-Own Treasure Hunt Student 

Instructions” (page in Blackline Masters), one 
for each group

Preparation
1. Hide the treasure. 

Student-Made Hunts

2. Make the fi nal clue that describes the 
location of the treasure. Encrypt the 
clue and put it in an envelope marked 
“Final Clue”. (The last group will hide 
your clue in their secret spot, but they 
will not read it.)

3. Have students make and hide their 
clues, according to the instructions on 
the student page. 

4. Start the hunt by giving all groups Clue 
1 (prepared by Group 1).

Tips
• Make sure everyone understands the 

procedure for hiding the clues before 
you begin.  Students might not realize 
that they don’t hide their own clue in 
their secret hiding place.

• Students can make poetic clues; for ex-
ample, “The next place for you to look
Is on the shelf near a red book.” 
Or, they can make simpler clues; for 
example, “Look under the table in the 
corner by the door.”

• You might want to ask students to 
give you their clues the day before 
the hunt so that you can check their 
encryptions.

• The clue envelopes need to contain 
at least one copy of the clue for each 
group.
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After your students have completed Unit 1, they 
will be ready to try the “Stormy Night Treasure 
Hunt” on the Cryptoclub website (http://crypto-
club.math.uic.edu). If you have a slow Internet 
connection (such as dial-up), it is best to down-
load the treasure hunt instead of playing it on-

The Cryptoclub Website’s  
Treasure Hunt

line. If your students do not have Internet access, 
you can copy the downloaded game onto a CD and 
transfer it to their computers.
 The fi gures on the next three pages are the 
website treasure hunt’s clues and their decryp-
tions as they are at the time of this publication. 
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